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Abstract

Aspect-orientecorogramming (AOP) has beentouted
asa promisingparadigmfor manaying comple softwake-
security concerns. Roughly AOP allows the secu-
rity-sensitiveeventsin a systento be speci ed sepaately
from core functionality The eventsof interest are spec-
ied in a pointcut Whena pointcut triggers, contmol is
redirectedto advice which intercepts the event, poten-
tially redirectingit to an error handler

Many interesting security properties are history-
dependent; however, currently deployed pointcut lan-
guagescannotexpresshistory-sensitivitmedanismdike
cflow in Aspectdcapture only the currentcall stak.) We
present language of pointcutswith past-timetempoal op-
erators anddiscusgheir implementatiorusinga variant of
securityautomata.The main resultis a proof that the im-
plementatioris correct.

Re ning our earlierwork ([6]), wede ne aminimallan-
guage of eventsand aspectsn which “everythingis an as-
pect”. Theminimalistapproad servego clarify theissues
andmaybe of independeninterest.

1. Intr oduction

Aspect-orientedorogramming(AOP) ([12)) is a rela-
tively new programmingparadigndesignedo addresgon-
cerngthatcutacrossencapsulatioboundarie®f traditional
approachedn this model,the programmende nesaspects
eachconsistingof anadvicebody— a block of code— and
a pointcut which stateswhenthe codeis to be executed.
Currentimplementationgllow for the userto de ne point-
cutswhichtriggeroff of aspeci edatomicevent,but facili-
tiesfor triggeringof aprogramshistoryis typically limited
to thecurrentcall stack(asin AspectJscflow ).

AOP has some potential for specifyingand enforcing
security policies. However, mary such policies are both
history-sensitiveanddynamic(lik ely to changeat runtime).
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In this paper we de ne a syntaxandoperationakemantics
for tempoal aspectswhich allow for pointcutsto be de-
ned temporally—thatis, in termsof eventswhich have
happenedh thepast.For instancewe would like to beable
to declareadvicewhich triggerswhen somefunction f is
called,but only if afunctiong hasbeencalledatsomepoint
in the programs history. AspectJs cflow canonly capture
the casewhereg lies in the call stackat thetime whenf is
invoked.An obvioussolutionis to recordevery singleevent
during the courseof the programs execution.Suchanim-
plementations clearlyimpracticalfor long-livedprograms.
In this vein, we presentan equivalent,automaton-basesk-
mantics,to be usedasa modelfor implementationwhich
recordsonly relevantevents.The automatorstateprovides
an abstractionof the history, and our main resultdemon-
strateghatthis abstracview faithfully implementgheorig-
inal semantics.

We usea variantof Schneiders securityautomatd[16].
A securityautomatonenforcesa securitypolicy by moni-
toring the executionof atargetsystemandinterceptingn-
structionswhich would otherwiseviolate the speci ed pol-
icy. For instancea usermay specify that subsequento a
FileReadoperation the useris forbiddenfrom executinga
SendoperationThecorrespondingqutomatorwould moni-
tor thetargetsystemwatchingfor instance®f FileRead If
onewasseentheautomatorwouldthenmonitorthesystem
for anattemptedSend andif suchanattemptweremade it
would interceptthe call and presumablyexecutesomeer-
ror handlingcodeinstead.

Security automatahave beenwidely investigatedas a
meansof implementingsecurity policies. In [I21], Walker
usessecurityautomatao encodesecuritypoliciesto been-
forcedin automaticallygenerateatode.In [20], Erlingsson
andSchneideusesecurityautomatdo implementsoftware
faultisolationsecuritypolicies,which preventmemoryac-
cessewutsideof the allowableaddresspaceln thatwork,
they discusdechniquesisedto mergesecurityautomatai-
rectly into binary codeat the x86 assembleand Jasa Vir-
tual Machine Language(JVML) level. In [4], Barker and
Stucley investigaterole basedandtemporalrole basedac-
cesscontrol policies, implementedusing constraintlogic
speci cations.In [[1§], Thiemannincorporatesecurityau-



tomatainto aninterpreterfor a simply typedcall-by-value
lambdacalculus,which he then translatesto an equia-
lent two-level lambdacalculus,uponwhich type special-
ization removesall run-time operationgnvolving security
state Thelimitationsof stack-basedecuritypoliciesareex-

ploredin [11]; history-basedolutionsarepresentedn [[1].

Ourwork canbeusedasanalternatveimplementatioriech-
niguefor theideasin thelaterpaper

Several recentprojectshave studiedhistory sensitvity
in aspectanguagesDouenceegt. al. [[10, 9] describeavent-
basedAOP, in whichadviceis de nedin-line with theevent
sequencethattriggerit; the semanticss givenin termsof
weaving. Walker andViggers[23] usea context-freegram-
mar of tracecuts Allan et. al. [2] extendthis approacho
tracematbes providing a novel techniqueto accommo-
datevariablebindings,while restrictingattentionto regular
properties StolzandBodden[[17] describea techniquefor
instrumentingdava bytecodeswith LTL formula, usingas-
pectsto implementtransitionsin the underlyingalternating
automataBockish, et. al. [[5] presenta methodfor record-
ing programhistory usinga prolog databasendusingthis
to re advice.De Fraine,et. al. [[8] study dynamicweav-
ing asa methodfor implementingstatefuladvice.

We contrikuteto this body of work by providing a foun-
dationallanguagédor expressinglynamicallyloadedadvice
in atemporaframework, allowing usto de ne afull source-
languagesemanticsandto prove the correctnes®f its im-
plementation.The situationis complicatedby two facts:
First, a pointcutmay causean eventto be interceptecdbe-
foreit occursithisis typical of securitypoliciesthatspecify
sequencewhich mustbe aborted ratherthanthosewhich
areallowed.Secondnew advicemayarrive atruntime,dy-
namicallymodifying existing policies.In both casesa key
dif culty is getting the semanticsof the sourcelanguage
“right”. Re ning our previous work [[§], we adopta mini-
malistapproactwhichlaysbarethe essencef the problem
without having to dealwith the overheadf object-oriented
details.Otherwork onthe semantidoundationsf AOPiIn-
cludes[22, 13,14, 24, [18,[15,[4,[13).

We proceedasfollows: in Sectiond, we provide a mo-
tivating example.In Sectiond, we de ne PolyadicyABC,
aminimal aspect-basecdalculusde ning roles,advice,and
non-temporabdvisedmessagedn Sectiord, we augment
PolyadicpyABC to includetemporalpointcuts,speci edus-
ing a subsebf theregularexpressionsnamelythoseof the
form qa, where@is aregularexpressiorabstractinghepro-
gram's history, anda is theatomicevent(i.e.,call ) which
triggersthe advice.In Sectiond, we de ne an equialent,
automaton-baseuplementationsemanticsin Sectiong,
we prove equivalenceof the two semanticdy providing a
translatiorof acon gurationin the history-basedgemantics
to an equivalentcon guration in the automaton-basese-
manticsandshowving thatthetranslations preseredacross

evaluation.Futurework is discussedn Sectiorid

2. Motivation

The following automatonimplementsa security policy
which prohibits Sendoperationsafter a FileReadhasbeen
executed[1q].

-call (FileRead

call (FileRead

Our presentatiordiffers slightly from that of [[1§] in that
we attachan error handlingaspectEq to stateg . Its task
is to watchfor andinterceptanattemptectall (Send. We
attachan aspecto the stateinsteadof transitioninginto a
new statebecausedransitionsrepresentommittedfunction
calls—ourintentis to blockthecall (Send, whereadran-
sitioning into a new statewould indicatethat we have in-
deedcommittedit.

Now, saythatat somepoint during the programs exe-
cution,theuserexecutesacall (FileRead, andasaresult,
the automatoris in stateqs. Furthermoresupposehat at
this point, a new quarantinepolicy is addedto the system,
which prohibitsa userfrom logginginto somesystemA af-
ter a FileReadis called. One possibleautomatonfor this
policy is shovn below:

—call (FileRead

call (FileRead
rnfr rfr, <Er> 1

ES

Here, E; is the error handlingadvice which monitorsfor
a call (Login,A) after seeinga call (FileRead. It may
seemthatthe automatorresultingfrom addingthe quaran-
tine policy tothe“read-send’policy is simply theproductof
the above two automataHowever, in generalhis is unim-
plementablewithout storing the entire history New poli-
cies may referencearbitrary eventsin the systemhistory;
whereasa given securityautomatonris committedto a par
ticular abstracwiew of thathistory. Our solutionis simple:
weinterpretpoliciesasholdingonly from thepointatwhich
they areimplemented.

Considerin our example,what happendf the next op-
erationisacall (Login, A). If we “play back”the program
history (call (FileRead,call (Login, A)) on the product
automatonadvice(E,) will re, whichis incorrectaccord-
ing to ourinterpretation— thequarantingolicy wasimple-
mentedafterthecall (FileRead. Thus,whenconstructing
thecombinedautomatonwe mustbecarefulto takeinto ac-
countthe history of the execution.



As this example shavs, while the implementationof
suchsecuritypolicies using nite automatais straightfor
ward, a subtlety ariseswhen new policies may be added
atruntime;onemustbe carefulin de ning which program
tracesarein factcapturedby a new policy addedto a run-
ning system.To clarify theissueswe de ne the semantics
of dynamictemporalaspectsver completeexecutionhis-
tories.We subsequentlyprovide an equivalent,automaton-
basedmplementatiorsemanticsvhich recordsonly anab-
stractionof the executionhistory. Finally, we de ne atrans-
lation betweenstatesin the two semanticsand prove that
thistranslatiorcommuteswith evaluation.

3. Polyadic ABC

NOTATION. For ary metavariableX, we write X for anor-
deredsequencef X's.

We de ne apolyadicvariantof pJABC, introducedn [[g].
The earlierpaperfollowedthe style of object-orientedan-
guagespachmessagép q:¢" hadasourcep, adestina-
tion g, anda name/. Sucha messageés triadic in thatits
meaningdependson a triple of names,or roles Herewe
generalizeriadic messageto polyadicevents (p1,...,pn)
(equivalently (p)), with triadic messagess a specialcase
“(p.q.0)"

For simplicity, in this paperwelook atasingle-threaded
variant.At eachmomentin runtime,thereis a singleevent
(p) underconsiderationExecutionis determinedy advice
thattriggersontheevent.At ary givenmomentthe current
eventis decoratedvith avectorof advicea, which is wait-
ing to processthe event. Thusay, ..., an(p) indicatesthat
advicesnamedy; arewaitingto proces®ventp. We saythat
a; advisesp, andthata(p) is anadvisedevent. For consis-
teng/ with the precedencef declarationsyve readthe ad-
vice list from right to left; thusa, is the rst adviceto pro-
cesgheevent.

The specialadvice call initiates advice lookup. When
call{p) executesall theadvicetriggeringon (p) is listed,re-
sultingin anew executionstate:a(p). To determinevhether
anadviceis triggered we usethepointcuta. Pointcutsmay
bede nedtotriggeronanexactrole,or asetof roles.Wefa-
cilitate the speci cation of suchsetsusinga role preordey
with maximalelementtop.

An advicebodyadv a[a]=u(X) N is parameterizethoth
ontheeventx andtheremainingadviceu. Following theter-
minology of aroundadvicein AspectJwe referto u asthe
proceedvariable.

3.1. Syntax and Evaluation

We give the syntaxandevaluationsemanticof thelan-
guageparametricallywith respecto pointcutsa andpoint-
cutsatishctionD F (p) sat a, describedn thenext subsec-

tion. Note thattermshave theform D; a(p); ie, atermis a
list of declarationdollowed by a singleadvisedevent. We
referto p asthe currentevent a asthe currentadvicelist,
anda, asthecurrentadvice(a= ay,...,an).

TERM SYNTAX

1
a—e,u-w Advice Namesiall, commit resened
<, x-z RoleNamesitop resened
D,E ::= Declarations

role p<q Role;dn(role p) = p

adv afa]=u(x) N Advice;dn(adv a) = a;
u andx boundin N

L,M,N = Terms
D; M Declarationdn(D) boundin M
alp) Message

NOTATION. We write dn(D) for the declarednameof D.
Resered namesmay not be declared We identify syntax
up to renamingof bound names.For any syntacticcate-
gory with typical elementE, we write fn(E) for the setof
free namesoccurringin E. We write E{%x} for the cap-
ture avoiding substitutionof a for x in E. We write E { #}
for E{®x,,...,%x,}; notethat E{#} is de ned only if X
anda have the samelength.

CONVENTION. To improve readability we usethe follow-
ing disciplinefor names:
e a—e are advicenames(including the resened names
call andcommit);
e U—w areadvicenameghatareboundin thebodyof an
advicedeclaration;
o f-t arerole namegincludingtheresernednametop);
e x—zarerole nameghatareboundin thebodyof anad-
vice declaration;
e _isaresenednameusedto bind anamethatis not of
interest— thatis, doesnotoccurfreein ary subterm.

We drop syntacticelementsthat are not of interest.Con-
siderthe declaratiort adv a[a]=u(X) N”; we mayelidethe
name“adv[a]=u(x) N”, or the pointcut“adv a=u(x) N”,
or the body “adv a[a]”, or boththe pointcutandthe body
“adv a”.

Evaluationis de ned usingcon gurationswhich consist
of avectorof declarationsndaterm.By EVAL-DEC, decla-
rationsarerecordedn the con gurationwheneverthey are
encountereéh aterm.By EVAL-CALL, if anevent(p) is be-
ing processedavith rst advicecall, thenthe advicelist ais
calculated consistingof the advicenamesa; suchthatthe
pointcutdeclaredwith & is satis edby (p). By EVAL-ADV,
if anevent(p) is beingprocesseavith rst advicea, then
thebody of a is executedtheadvicebodyis parameterized
by boththeevent(p) andremainingadviceb. (Notethatthe



syntaxrequiresthat“b,a(p)” be parsedas”(b,a)(p)”. Fur-
ther note that the substitutiontu resultsin a well-formed
termbecausédree advicenamesanonly appeain the con-
text of asequence.)

EVALUATION (DB M —EB N)
I

(EVAL-DEC)

DBE.M>DEBM

(EVAL-CALL)

@E= |a D > adv a[a] (EVAL-ADV)
- D (p)sata D > adva=u(X) N

D B b,call(p) — DB b,a(p) DB b,a(p) — D B N{Bu, P}

3.2. Atomic Event Pointcuts

We now considerasimplebooleariogic overevents.We
allow eventsetsto bespeci edusingrole patternsvhichin-
cludesubrolesand“varags”, ie, optionalrolesﬂ

POINTCUT SYNTAX

IP,Q =

Role Pattern
p ExactRole
+p SubRole
a,B = Atomic EventPointcut
(P) Call Event
(P,*) Call Event,varags
avp Disjunction
—a Negation
o,p = (p) Atomic Event

Dene 1 as (*); dene 0 as —1; anddene a A as
—(—aV-p). We write D+ r 6 p for the obvious pre-
ordergeneratedrom therole declarationorder From this,
we derive the following de nition of pointcut satishc-
tion; the obvious rulesfor conjunctionanddisjunctionare
elided.

ATOMIC POINTCUT SATISFACTION (D osat o)
I 1
(SAT-CALL-ANY) (SAT-CALL-EMPTY)

D+ (p) sat (*) Dt () sat ()
(SAT-CALL-EXACT) (SAT-CALL-SUB) _ _
DF (qQ) sat (Q) DF(Q)sat (Q) DFr6 p

DF (r,q)sat (r,Q) DU (r,q)sat (+p,Q)

4. Temporal Pointcuts

We extend pABC with temporalpointcuts.To do this,
we modify thelanguageof adviceto includeatemporalffor-
mula @ in additionto the atomicformulaa. Intuitively, the

1 Inthefull version we aso allow vararg parameters in advice declara-
tions, ieadv ala]=u( x;*) N:

pointcut res when @ matcheghe pastanda matcheshe
currentevent.

In an aspectlanguagethe ontology of eventsis com-
plicatedby the factthat eventscanbe diverted;thatis, an
event cantrigger advicethat interceptsthe event before it
occurspotentiallycausinghe eventto abort.This s partic-
ularly commonin applicationgo security wherepointcuts
often specifydangerousventsequencethatinterruptnor-
mal processingTo indicatethatan eventis to be recorded
in the history, we includethe specialadvicecommit.

Thuswhenthe pastis consideredn ring apointcut,we
requirethatadvicespecifyboththe pastg andthe potential
future a. The pastis speci ed asa regular expressionover
atomic event pointcuts;the potentialfuture is speci ed as
anatomiceventpointcut.

SYNTAX
I 1
D,E = .- Declarations
adv a[pa]=u(X) N DeclareAdvice
QX = TemporalPointcuts
a Atomic EventPointcut
€ Empty Sequence
(1)) Sequence
[0} KleeneStar
o+y Disjunction
o,p = (p) Atomic Events

The semanticof temporalformulasD G sat @is de ned
in the standardwvay (recalledin AppendixB]) over strings
of events,building on the semanticof atomicevents(D +
o sat a). Note that the regular expression® is represented
hereastheatomiceventpointcut0. We de ne thelanguage
of theformulaasfollows: Ly(D,@) = {0 |D 0o sat ¢}.
We now give the evaluation semanticsfor the lan-
guagewith temporaladvice.We augmenthe semanticgo
recordan executionhistory. We write |a| for the lengthof
stringa. We de ne a" £ aa" 1, wherea® £ €. We write
“adv a[a]=u(X) N” asshorthandor “adv a[1” a]=u(Xx) N”".

EVALUATION (0;DB M — p; EB N)
I

(EVAL-DEC-ROLE) (EVAL-DEC-ADV)
0;DBrolep<g; M 0; DB adva[pa]=u(x) N; M
—0;D,rolep<qB M — G: D,adv a[lI¥ ga]=u(X) NB M
(EVAL-COMMIT)
o, D B b,commit(p) — &, (p); DB b
(EVAL-CALL) _
[a] = [a]| D> advalpa] and D+ g, (p) sat @a]
;DB b,call(p) — ;D B b,a(p)
(EVAL-ADV)
D>adva=u(x) N
;D B b,a(p) — 0: D B N{Bu, a}




EVAL-COMMIT causesan eventto be recordedn the his-

tory. The original EVAL-DEC is split into different cases
for rolesand advice.EVAL-DEC-ROLE, EVAL-CALL, and

EVAL-ADV are largely unchangedrom the non-temporal
semanticsNoteonly thatin EVAL-CALL thehistoryis used,
alongwith the currentevent, to determinewhetheran ad-

vice res.

Of particular note is the rule EVAL-DEC-ADV, which
takesa newly declaredadvice,andprependsa string of 1s
to thetemporalpointcutprior to addingit to thelist of dec-
larations.The purposeof doingsois to ensurethatthe ad-
vice only triggerson theeventa fromthe point of declara-
tion onwaids asopposedo someeventthathasalreadyoc-
curredin the past.

5. Automaton

In this sectionwe de ne anequialentautomaton-based
semantics.

Our automataare constructedrom regular expressions
of the form @a, correspondingto an advice declaration
adv a[@a], where@ is a regular expressionabstractinghe
relevanteventsin the programhistory, anda is thetrigger
ing atomicevent. For eachadviceadv a[@a], we construct
theautomatorfor ¢. Fromthepointof declaratioronwards,
the automatommonitorsprogramexecution.If the automa-
toneverenterdts nal statethisindicateghatanattempto
executea shouldbe interceptedandthe advicebody exe-
cutedinsteadTo implementhis, we attachtheadvicename
to each nal statefor theautomatonFor thisreasonwe re-
ferto nal statesasadvicestates:

ADVICE STATES (@X)

X UX X PX
eX @YX P+PX  e+tPX @ X

The statesare setsof temporalpointcutformulase, the
transitionalphabetrangesover the atomic event pointcuts
a, andthe transitionsof the automatorare de ned by the
standardransitionrelation:

TRANSITION RELATION ((pi> )
r 1

o ¢f oX Y- ¢° cp*ipr
ae ouHPy oy yP ¢ =P
o ¢f P 2 o

QY L@ ety yP

Transitionshetweerstatesaretakenon commits.

We write =5 for there exive transitive closureof —2-.
Next, we formally statehow to derive an automatorfrom
anadviceadv a[@a]:

NOTATION. For ary adviceadv a[@a], let the automaton
1(@,a) inducedby a be the securityautomatorwith states
and transitionsas de ned by the transitionrelation given
above, with startstateq, andadvicea associatedvith each
advicestate.

We represenbur automataas(state adviceset)pairs:
AUTOMATON SYNTAX

I

oYW= 0|0
A= (0,3) | (0,38),A
L

State
Automaton

For instance,Ar and Aq from Section? are represented
as <%70>7 <(plv {El}> and <llJo, ®>’ (W, {E2}>’ respectiely,
with @ = Yo 2 [call (FileRead] call (FileRead1 ,
and@, = Y1 = 1 . TheproductautomatorAr x Ag would
berepresenteds

(<((R)a LIJ0)10>’(<(R)7 LIJ1>7 {EZ})7
({@1, o), {E1}), ({@1,W1),{E1, E2})

Thereis no needto explicitly encodethe transitionrela-
tion. For instancejn the productautomatorjust presented,
we know from the de nition of the transitionrelationthat
(@, Yo) AU MFileReadi, (y) y31). To make the presentation
morereadablewe elide advicewhen a statehasnoneas-
sociatedwith it. Thatis, we write the state” (@), 0" simply
asq.

We can modulatethe transition relation from atomic
event pointcutsto atomic events:de ne D - ¢ - @ if
@ -2 ¢ andD  osata. Furtherwe canlift the de ni-
tion to automatonstates:D F @y, ..., ¢y = Py, ..., Py if
D+ @ —> j for all i_betweenl andn. Finally we lift
the resulting relation (D - ® =2 W) to event sequences:
D F g =2==%0, ¢ if D & 1 =L & for all i between
1andn.

We de ne the productof two automatausingthe stan-
dardproductconstructionfakingthesetunionof eachcom-
ponentstates associate@dvicenames:

DEFINITION 1. For ary two automataA, B,

AxB= {(®a, Pg;a,b)|(Pa,a) € A (Pp,b) € B}

Next, we shov how to merge an adviceadv aJ@a] with
anexistingautomatorA. Namely we constructheautoma-
ton for theadvice,andcreatethe productautomaton:

V(A,@.a) ¥ Ax1(¢.a)

We now givetheequivalent,automaton-baseslaluation
semanticso ourlanguageWhereagpreviouslywerecorded
the entireprogramhistory, we now insteadmaintainanau-
tomatonandstate which recordsonly eventsof interest.



EvALUATION (A;®;DB M — A% W;D°B M9

I
(EVAL-DEC-ROLE andEVAL-ADV asbefore)
(EVAL-COMMIT)

DFo=Ry
A; ®;D B b,commit(p) — A; W;DB b
(EVAL-DEC-ADV)

A; ;D B (adv a[gpa]=u(X) N; M)
—V(A,@.a); (P,9);D,(advala]=u(X) N) B M

(EVAL-CALL)

[a] =

(®,(b,a,b%) € A
a| D> advala]
DF (p)sat a

A: ®;D B b,call(p) — A; ®:D B b,a(p)

Operationally EvAL-DEC-ROLE and EVAL-ADvV act
the sameas in the history-basedsemantics EvAL-DEC-
ADV takesanew advice,meigesit into the automatonup-
dateghecurrentstate andaddstheadviceto thelist of dec-
larations.EVAL-CALL looksthroughthelist of advicesat-
tachedto the currentstatefor one whoseatomic pointcut
matcheshe role vector p being called. If a matchingad-
vice is found,thenthecall (p) is replacedwith theadvice
body EvAL-CoMMIT simply updatesthe stateof the au-
tomaton.

6. Equivalence

In this section, we demonstrateequivalence of the
history-basedsemanticsprovided in Section with the
automaton-basesemanticgrovided in Sectiond by pro-
viding a translationfrom a con guration in the former
to an equivalentonein the latter We concludeby show-
ing thatevaluationpreseresthetranslation.

Intuitively, we translatea history-basedcon guration
(0,D) to an automaton-basedon guration (A, ®,E) as
follows: given a history o anda setof declarationsD, we
rst constructan intermediateautomatonA® using the as-
pectdeclarationsn D. We computethe stated® by simulat-
ing thehistorya on A°. Finally, we corverttheintermediate
automatorA®to the nal automatorA by removing inter-
mediatestates.

Recallthe mannerin which EvaL-DEC-ADV is de ned
in the history-basedsemanticswhenerer an adviceis de-
clared, the current“timestamp”is explicitly notedin the
form of a string of “1's prependedo the temporalpoint-
cut. Thusif an advice adv a[@a] is declaredat time n,
thenin the history-basedemanticsthe pointcutis noted
as adv a[1"@a], and the correspondingautomatonin the
automaton-basesemanticswill have a string of n “place-
holder” statesm, ..., i, whereT; - 154 1 for i betweent

andn— 1, andm, - @, asshavn below:

OTIICNE I

CONVENTION. In constructinganautomatorfor anadvice
adv a[@a] declaredat time n, we label the statesusedas
placeholdergor time 1 throughn asTy, ..., T,, andwe re-
fer to theseasTestates.

Strictly speakingwe mustaccountfor the factthatfor an
adviceadv a[@a], ¢ mayin factbegin with a string of lead-
ing 1s. We can easily get aroundthis by syntacticallydif-
ferentiatingbetweerthoselsimplicitly insertedby EVAL-
DEec-ADv asatimestampandthoseexplicitly speci edby
theuser In the interestof simplifying the presentationwe
choosenotto dosohere.

If astated = (@, W;,...X;) is suchthatnoneof @, ;, ...Xi
arert-statesywe saythat® is r-free.We will needto project
thert-freestatef anautomatonsowe formally de ne this
operation:

Ps(A) = {(®

LEMMA 2. For two automataA and B, Ps(A x B) =
Ps(A) x Ps(B)

Proof. Immediate.

,a) € A|® containsno Tt state$

To constructA% we take the productof the automatan-
ducedby eachadvicein D. To construct®, we simulatethe
programhistory @ on A% For instance,in the examplein
Sectior, Alis the productof thefollowing automatawith
@0, P1, Yo, andy, de ned asin Sectiord

—call (FileRead

—call
N 1 Q call
(—(%)

Simulatingtheprogramhistory(call (FileRead,call (Login,A))
on the productautomatomplacesusin state{@;, Yo), asex-
pected.

We computeA by removing from Alary statescontain-
ing attstateIn ourexample thisamountgo removing from
theproductautomatorstates (¢, o)) and{(¢1, o), {E1}).
Theresultis equivalentto the productautomatorig x Ag,
whereAq andAg areasin Sectiori2

(FileRead

(FileRead

W1, (E2) 1



We now formalizethetranslationjust discussedThatis,
given a history, declarationpair (g, D), we formally shov
how to constructhe correspondingutomatonstate decla-
rationtriple (A, ®, E).

Ourtranslatiormakesuseof thefollowing functions:

Taeo(D) = {adv afa]|adv a[a] € D}
Tgate(0,D) = W, where
D= (adv _[11@a4],...,adv _[1"@,ap]) and
(11, ..., 1) Ay
We are now in a position to de ne the function T

which translatesa history-basedon guration (a;D) to an
automaton-basetbn guration (A; ®; E):

DEFINITION 3. T(0;D) = A; ®;E, where

|_| (@) ® = Tyae(0,D)

adv alf a2 B

A= Pﬁ[

E = Tgec(D)
We de ne thelanguageof theformulaasfollows:

La(D,@) = {GIDF 0=2 ¢, ¢°X, and¢Pc Teae(T,D) }

LEMMA 4. For all D andg, Ly(D,¢) = La(D, ).
Proof. By inductiononthestructureof o.

We concludeby shaving thatthetranslations preseredby
evaluation.Thatis, if

e ;DB M — 0% DB M°

e T(0,D) = A;®;E,

o A;®»;EBM — Al ®®E’B M? and
e T(0°DY = ACOpOOELO

thenA%= A%pO= %9 andEC= E%%asshavn below:

HD) o DO
TV T
A; ®;E——>A°% pC EO

PROPOSITION 5. If 0;D B M — o%D°B M and
T(0,D) = A,®,E, thenA; B;EB M — A% ¢%E’B M?

whee T (a®D9 = A% d° EC

Proof. In eachcasewe rst translategheleft handsideinto

the automaton-basesemanticsWe thenapply the evalua-
tion rule (e.g., EVAL-DEC-ADV) to the automatorto ob-

tain the next con guration (A% ®° E%. We then translate

theright handsideinto the automatorbasedsemanticsand
shaw thattheresultequals(A°% ®° EY.

In the casesf EVAL-DEC-ROLE and EVAL-ADv, this
is trivial. In the caseof EvAL-DEC-ADv, recallits evalua-
tion rule in thehistory-basedgemantics:

: DB adv b[yB],M — G: D,adv b[1#ywp] B M

The declarationd (equivalently E) aretrivially presered
by EvAL-DEC-ADV, which leavesusto show thatthe au-
tomatonA andthe state® are presered. Translatingthe
left handsideyields T (o;D) = A; ®;E, where
A2 P; { (@, a)] O Tyae(D) EZ Tyee(D)
adv alf aj2 B

By EVAL-DEc-ADvV in the automaton semantics,
A; ®:EB adv b[yp],M — A% ®®E°B M, where

A% Pﬁ{ M

3 adv alf a]2B
E’¥ Tuee(D),b

l(cp,a)} <wb) Y (@.y)

Finally, we must shav that T (%D, adv b[:_l.j%LIJB])
ACOOEY By denition, T(a%D,adv b[1¥yp])
AQPOED \where

A% Py [( M

adv alf aj2 B

:Pﬁ[( M

adv af a]2

(9.8)) x n(1i%7b)}
(9.8)) x .(q;,b)]

Finally, Lemmald givesusthatA%= A%9

Pe [( M

adv a[f a]2
|

andhencethatthe automatoris presered by EvaL-DEC-
ADV.

To show that the state® is presered by EvVAL-DEC-
ADv, we simulate o on the intermediate automaton
[Madvat aedd! (@3)] x (1%, b). It immediately fol-
lows thatthe resultingstated®®%= (®, ) = ®° The decla-
rationsE aretrivially preseredby EvAL-DEC-ADV.

We now considerthe caseof EVAL-CALL. We must
shaw thatin a history-basecton guration (o; D), for ary
declaredadviceadv a[pa], if D Gsat@andD |- psata
wherep is therole vectorbeingcalled,thenadv a[a] is as-
sociatedwith the state® in T (o,D). This follows directly
from Lemmal} if D o sat @ in the history-basedeman-
tics,thenin theautomatorbasedsemanticsg =§ ¢ where

X, so(¢fa) € d.

(9.8)) x l(w,b)]

(@ a)} <1(y,b)

adv aff aj2 B



Finally, the caseof EvVAL-COMMIT is trivial. Recall
the evaluationrule in the history basedsemanticso; D B
M, commit(p) — a,p; D B M, andin the automaton-based
semantics:

(EVAL-COMMIT)
DFo=Ry

A; ®;E B b,commit(p)
—A;WEBD

In this case,T (0;D) = A;®;E, andT (o,p;D) = A;®CE
where

A:Pﬁ[ M

adv a[f a]2

.((p,a)} E= TueelD)

Whatremainss to shav thatW = ®° In doing so, we will
have succeededn shaving that A,®, and E are all pre-
senedby EvAL-ComMmIT. By de nition of T, simulating
o ontheintermediateautomaton, . o1t ajpé! (¢, @) places
A in stated. To derive ®°from &, p; D, we simply carrythe
simulationone stepfurther, taking transitionp. By EVAL-
ComMIT in the automaton-basesemanticsye know that
@ =2 0 andhencethat¥ = @° whichis whatwe needed
to shaw.

PROPOSITION 6. If A; ®;EB M — A% ®%E°B MO and
T(o,D) = A,®,E, theng; DB M — ¢% DB M? whee
T(a°DY = A% O EC
Proof. Theproofcloselyparallelshatof Propositiodd and
assuch,we omit the detailshere.Details canbe found in
AppendixBlL

This bringsusto the mainresult:thatthe two semantics
areequvalent:

THEOREM 7. 6D B M — p;E B N if and only if
T(@:DBM)— T(p:EBN).

Proof. By Proposition8andg, andinductiononthelength
of — .

7. Conclusions

We have describedh novel minimal languagédor aspect-
oriented programmingwith temporal pointcuts. We de-
scribedan implementationof the languageusing security
automatandprovedthecorrectnessf theimplementation.
We have presenteexamplesof applicationgo softwarese-
curity.

Futurework will addressype-preservingranslationsof
class-basethnguagesnto pABC. We have alreadydevel-
opeduntypedtranslations;nding type-preservingransla-
tions presupposea suitabletyping systemdor pABC.
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A. Semanticsof Temporal Pointcuts

TEMPORAL POINTCUT SATISFACTION (5 O sat ()

I(EAT-ATOM)

DFosata

D osata (SAT-SEQ) (SAT-STAR)
(SAT-OR-LEFT) D osat@ D osat@

D osat@ D psaty D psat@
D osate+y D 0o,psatey D o,psat@
(SAT-OR-RIGHT)

D oOsat 1) (SAT-SEQ-EMPTY) (SAT-STAR-EMPTY)

D osat@+y D esate D esat@

B. Proof of Proposition@d

Again, in the casesof EvVAL-DEC-ROLE and EVAL-
ADV, thisis trivial. In the caseof EvAL-DEC-ADV, recall
its evaluationrule:

A; ®:EB adv b[WB],M — A% ®2E°B M
where

A%= A x 1(y,b) o= o,p E°= E,b

In the history-basedemanticsye have
: DB adv b[WB],M — G: D,adv b[1#¥wp] B M

where T(o;D) = A;®;E. What remainsis to show
that T (0:D,adv b[1I#Fyp]) = AC®%EC which we al-
readyprovedin PropositiorB

In the caseof EVAL-CALL, if acall (p) is replacedby
thebodyof someadviceadv a[@a], this mustmeanthatad-
vice a is associatedvith the currentstateof the automaton,
andthatD F p'sat a. We mustshaw thatin thehistory-based
semantics(i) theadviceadv a[@a] is declaredtrivial), (ii)
that D - psat o (given),andthat (iii) D o sat@. Point
(iii) followsdirectly from Lemmdd sinceadv a[a] is asso-
ciatedwith thecurrentstate it mustmeanthat@=%- ¢, and
¢*X . By Lemmdd, it immediatelyfollowsthatD G sat .

Finally, in the caseof EVAL-ComMIT, recallits evalua-
tion rule in theautomaton-basesemantics:

(EVAL-COMMIT)
Dro=Ry

A; ®;E B b,commit(p)
—A;W;EBDb

If A; ®;E B b,commit(p) — A; W;E B b, thenit mustbe
the casethat ® =2 W. Now, let o; D be the history-based
con gurationsuchthatT (o;D) = A;®; E. Thenby de ni-
tionof T,

A=Pﬁ[ M

adv alf a]2B

n(cua)] E= Tuee(D)



Recalltherulein the history-basedemantics: For example we have thefollowing.

o; DB M,commit(p) — G,p; DB M (NL)M = letf=NL;
— _ let Xx=M;
We mustshaw thatT (g,p; D) = A; ®%E where®’= W. A call(f, x, continue)
andE follow immediatelyfrom thede nition of_T. = let g=N;
Furthermoreby de nition of T, simulatingo onthein- let y=L:
termediateautomaton],q, ot aj2A! (¢, @) putsthe automa- let f=callcc(g, y);
tonin state®. To derive ®°from g, p; D, we simply carrythe let X=M;
simulationone stepfurther, taking transitionp. By EVAL- call(f,x, continue)

CoMMIT in the automaton-basesemanticsye know that
® =2 ¢ andhencethat®®= W, whichis whatwe needed
to show.

C. Derived Forms

To give a feel for the languagewe de ne a few derived
forms. First, we provide an encodingof let, usingrolesfor
continuationsin this encodingwe requireanadditionalre-
senedrole continue. Theendvalueof alet expressiormust
be explicitly markedwith areturn.

DERIVED FORMS (LET) (c fresh)

I
role p 2 role p<top Trivial Role
let x=N; M ¥ rolec; Let
adv[(c,+top)]=(_,X) M;
N{(ycontinue}
return p2 call(continue, p) Return
L

For example,we have thefollowing.

let Xx=N; lety=L; M
= rolecC;
adv[{(c, +top)]=(_,X) lety=L; M;
N{C/continue}
= rolecC;
adv[{c,+top)]=(_,X) roled;
adv[(d, +top)]=(_.y) M;
L{d/continue};
N{(ycontinue}

Thefollowing encodingof functionsusedtriplesto com-
municatethe functionname argumentandcontinuation.

DEeRIVED FORMS (FUNCTIONS) (f andx fresh)

I 1
M N2 role f; Abstraction
adv[(f7 +top, +t0p>] =(_,%,C) N{C/continue};
return f
LM letf=L; Application
let x=M;

call{f,x, continue)
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