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Abstract

Aspect-orientedprogramming(AOP) has been touted
as a promisingparadigmfor managing complex software-
security concerns. Roughly, AOP allows the secu-
rity-sensitiveeventsin a systemto be speci�ed separately
from core functionality. The eventsof interest are spec-
i�ed in a pointcut. Whena pointcut triggers, control is
redirected to advice, which intercepts the event, poten-
tially redirectingit to anerror handler.

Many interesting security properties are history-
dependent; however, currently deployed pointcut lan-
guagescannotexpresshistory-sensitivity(mechanismslike
cflow in AspectJcapture only the current call stack.) We
presenta languageof pointcutswith past-timetemporal op-
eratorsanddiscusstheir implementationusinga variantof
securityautomata.Themain result is a proof that the im-
plementationis correct.

Re�ningour earlier work([6]), wede�nea minimallan-
guage of eventsandaspectsin which “everythingis an as-
pect”. Theminimalistapproach servesto clarify the issues
andmaybeof independentinterest.

1. Intr oduction

Aspect-orientedprogramming(AOP) ([12]) is a rela-
tively new programmingparadigmdesignedto addresscon-
cernsthatcutacrossencapsulationboundariesof traditional
approaches.In this model,theprogrammerde�nesaspects,
eachconsistingof anadvicebody– a block of code– and
a pointcut, which stateswhen the codeis to be executed.
Currentimplementationsallow for theuserto de�ne point-
cutswhichtriggeroff of aspeci�edatomicevent,but facili-
tiesfor triggeringof aprogram'shistoryis typically limited
to thecurrentcall stack(asin AspectJ's cflow ).

AOP has somepotential for specifyingand enforcing
security policies. However, many such policies are both
history-sensitiveanddynamic(likely to changeat runtime).
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In this paper, we de�ne a syntaxandoperationalsemantics
for temporal aspects, which allow for pointcutsto be de-
�ned temporally—that is, in termsof eventswhich have
happenedin thepast.For instance,wewould like to beable
to declareadvicewhich triggerswhensomefunction f is
called,but only if afunctiong hasbeencalledatsomepoint
in theprogram'shistory. AspectJ's cflow canonly capture
thecasewhereg lies in thecall stackat thetime whenf is
invoked.An obvioussolutionis to recordeverysingleevent
during thecourseof theprogram's execution.Suchan im-
plementationis clearlyimpracticalfor long-livedprograms.
In this vein,we presentanequivalent,automaton-basedse-
mantics,to be usedasa modelfor implementation,which
recordsonly relevantevents.Theautomatonstateprovides
an abstractionof the history, andour main result demon-
stratesthatthisabstractview faithfully implementstheorig-
inal semantics.

We usea variantof Schneider's securityautomata[16].
A securityautomatonenforcesa securitypolicy by moni-
toring theexecutionof a targetsystem,andinterceptingin-
structionswhich would otherwiseviolatethespeci�edpol-
icy. For instance,a usermay specify that subsequentto a
FileReadoperation,theuseris forbiddenfrom executinga
Sendoperation.Thecorrespondingautomatonwouldmoni-
tor thetargetsystem,watchingfor instancesof FileRead. If
onewasseen,theautomatonwouldthenmonitorthesystem
for anattemptedSend, andif suchanattemptweremade,it
would interceptthe call andpresumablyexecutesomeer-
ror handlingcodeinstead.

Security automatahave beenwidely investigatedas a
meansof implementingsecuritypolicies. In [21], Walker
usessecurityautomatato encodesecuritypoliciesto been-
forcedin automaticallygeneratedcode.In [20], Erlingsson
andSchneiderusesecurityautomatato implementsoftware
fault isolationsecuritypolicies,which preventmemoryac-
cessesoutsideof theallowableaddressspace.In thatwork,
they discusstechniquesusedto mergesecurityautomatadi-
rectly into binary codeat the x86 assemblerandJava Vir-
tual MachineLanguage(JVML) level. In [4], Barker and
Stuckey investigaterole basedandtemporalrole basedac-
cesscontrol policies, implementedusing constraintlogic
speci�cations.In [18], Thiemannincorporatessecurityau-



tomatainto an interpreterfor a simply typedcall-by-value
lambdacalculus,which he then translatesto an equiva-
lent two-level lambdacalculus,upon which type special-
ization removesall run-timeoperationsinvolving security
state.Thelimitationsof stack-basedsecuritypoliciesareex-
ploredin [11]; history-basedsolutionsarepresentedin [1].
Ourworkcanbeusedasanalternativeimplementationtech-
niquefor theideasin thelaterpaper.

Several recentprojectshave studiedhistory sensitivity
in aspectlanguages.Douence,et.al. [10, 9] describeevent-
basedAOP, in whichadviceis de�nedin-line with theevent
sequencesthat trigger it; thesemanticsis givenin termsof
weaving. Walker andViggers[23] usea context-freegram-
mar of tracecuts. Allan et. al. [2] extendthis approachto
tracematches, providing a novel techniqueto accommo-
datevariablebindings,while restrictingattentionto regular
properties.StolzandBodden[17] describea techniquefor
instrumentingJava bytecodeswith LTL formula,usingas-
pectsto implementtransitionsin theunderlyingalternating
automata.Bockish,et. al. [5] presenta methodfor record-
ing programhistoryusinga prologdatabaseandusingthis
to �re advice.De Fraine,et. al. [8] studydynamicweav-
ing asa methodfor implementingstatefuladvice.

We contributeto this bodyof work by providing a foun-
dationallanguagefor expressingdynamicallyloadedadvice
in atemporalframework,allowingusto de�ne afull source-
languagesemanticsandto prove thecorrectnessof its im-
plementation.The situation is complicatedby two facts:
First, a pointcutmay causean event to be interceptedbe-
fore it occurs;this is typicalof securitypoliciesthatspecify
sequenceswhich mustbe aborted,ratherthanthosewhich
areallowed.Second,new advicemayarriveat runtime,dy-
namicallymodifying existing policies.In bothcasesa key
dif�culty is getting the semanticsof the sourcelanguage
“right”. Re�ning our previous work [6], we adopta mini-
malistapproachwhich laysbaretheessenceof theproblem
withouthaving to dealwith theoverheadof object-oriented
details.Otherwork on thesemanticfoundationsof AOPin-
cludes[22, 3, 14, 24, 19, 15, 7, 13].

We proceedasfollows: in Section2, we provide a mo-
tivating example.In Section3, we de�ne PolyadicµABC,
aminimal aspect-basedcalculusde�ning roles,advice,and
non-temporaladvisedmessages.In Section4, we augment
PolyadicµABC to includetemporalpointcuts,speci�edus-
ing a subsetof theregularexpressions,namelythoseof the
formφα, whereφ isaregularexpressionabstractingthepro-
gram'shistory, andα is theatomicevent(i.e.,call ) which
triggersthe advice.In Section5, we de�ne an equivalent,
automaton-basedimplementationsemantics.In Section6,
we prove equivalenceof the two semanticsby providing a
translationof acon�gurationin thehistory-basedsemantics
to an equivalentcon�guration in the automaton-basedse-
mantics,andshowing thatthetranslationispreservedacross

evaluation.Futurework is discussedin Section7.

2. Moti vation

The following automatonimplementsa securitypolicy
which prohibitsSendoperationsafter a FileReadhasbeen
executed[16].

qnfr qfr,〈Eq〉
call 〈FileRead〉

¬call 〈FileRead〉

1

Our presentationdiffers slightly from that of [16] in that
we attachan error handlingaspectEq to stateqfr. Its task
is to watchfor andinterceptanattemptedcall 〈Send〉. We
attachan aspectto the stateinsteadof transitioninginto a
new statebecausetransitionsrepresentcommittedfunction
calls—our intentis to block thecall 〈Send〉, whereastran-
sitioning into a new statewould indicatethat we have in-
deedcommittedit.

Now, saythat at somepoint during the program's exe-
cution,theuserexecutesa call 〈FileRead〉, andasaresult,
the automatonis in stateqfr. Furthermore,supposethat at
this point, a new quarantinepolicy is addedto thesystem,
whichprohibitsauserfrom logginginto somesystemA af-
ter a FileReadis called.One possibleautomatonfor this
policy is shown below:

rnfr rfr,〈Er〉
call 〈FileRead〉

¬call 〈FileRead〉

1

Here,Er is the error handlingadvicewhich monitorsfor
a call 〈Login,A〉 after seeinga call 〈FileRead〉. It may
seemthat theautomatonresultingfrom addingthequaran-
tinepolicy to the“read-send”policy is simplytheproductof
theabove two automata.However, in generalthis is unim-
plementablewithout storing the entire history. New poli-
cies may referencearbitrary eventsin the systemhistory,
whereasa givensecurityautomatonis committedto a par-
ticular abstractview of thathistory. Our solutionis simple:
weinterpretpoliciesasholdingonly from thepointatwhich
they areimplemented.

Consider, in our example,what happensif the next op-
erationis acall 〈Login, A〉. If we “play back” theprogram
history (call 〈FileRead〉,call 〈Login, A〉) on the product
automaton,advice〈Er〉 will �re, which is incorrectaccord-
ing to ourinterpretation— thequarantinepolicy wasimple-
mentedafter thecall 〈FileRead〉. Thus,whenconstructing
thecombinedautomaton,wemustbecarefulto takeinto ac-
countthehistoryof theexecution.



As this example shows, while the implementationof
suchsecuritypolicies using �nite automatais straightfor-
ward, a subtletyariseswhen new policies may be added
at runtime;onemustbecarefulin de�ning which program
tracesarein factcapturedby a new policy addedto a run-
ning system.To clarify the issues,we de�ne thesemantics
of dynamictemporalaspectsover completeexecutionhis-
tories.We subsequentlyprovide an equivalent,automaton-
basedimplementationsemanticswhich recordsonly anab-
stractionof theexecutionhistory. Finally, wede�ne atrans-
lation betweenstatesin the two semanticsandprove that
this translationcommuteswith evaluation.

3. Polyadic � ABC

NOTATION. For any metavariableX, we write X̄ for anor-
deredsequenceof X's.

Wede�ne apolyadicvariantof µABC, introducedin [6].
Theearlierpaperfollowedthestyleof object-orientedlan-
guages;eachmessage“p� q: `” hada sourcep, a destina-
tion q, anda name`. Sucha messageis triadic in that its
meaningdependson a triple of names,or roles. Herewe
generalizetriadic messagesto polyadicevents, 〈p1, . . . ,pn〉
(equivalently 〈p̄〉), with triadic messagesasa specialcase
“〈p,q, `〉”.

For simplicity, in thispaper, we look atasingle-threaded
variant.At eachmomentin runtime,thereis a singleevent
〈p̄〉 underconsideration.Executionis determinedby advice
thattriggerson theevent.At any givenmoment,thecurrent
eventis decoratedwith a vectorof adviceā, which is wait-
ing to processthe event. Thus a1, . . . ,an〈p̄〉 indicatesthat
advicesnamedai arewaitingto processeventp̄. Wesaythat
ai advisesp̄, andthat ā〈p̄〉 is anadvisedevent.For consis-
tency with theprecedenceof declarations,we readthead-
vice list from right to left; thusan is the�rst adviceto pro-
cesstheevent.

The specialadvice call initiates advice lookup. When
call〈p̄〉 executes,all theadvicetriggeringon〈p̄〉 is listed,re-
sultingin anew executionstate:ā〈p̄〉. To determinewhether
anadviceis triggered,weusethepointcutα. Pointcutsmay
bede�nedto triggeronanexactrole,orasetof roles.Wefa-
cilitate thespeci�cationof suchsetsusinga role preorder,
with maximalelementtop.

An advicebodyadv a[α]=u( x̄) N is parameterizedboth
ontheeventx̄ andtheremainingadviceu. Following theter-
minologyof aroundadvicein AspectJ,we referto u asthe
proceedvariable.

3.1. Syntax and Evaluation

We give thesyntaxandevaluationsemanticsof the lan-
guageparametricallywith respectto pointcutsα andpoint-
cut satisfactionD̄ ` 〈p̄〉 sat α, describedin thenext subsec-

tion. Notethat termshave the form D̄; ā〈p̄〉; ie, a termis a
list of declarationsfollowedby a singleadvisedevent.We
refer to p̄ asthecurrentevent, ā asthecurrentadvicelist,
andan asthecurrentadvice(ā = a1, . . . ,an).

TERM SYNTAX

a–e,u–w AdviceNames;call, commit reserved
f–t,x–z RoleNames;top reserved

D,E ::= Declarations
role p<q Role;dn(role p) = p
adv a[α]=u( x̄) N Advice;dn(adv a) = a;

u andx̄ boundin N

L,M,N ::= Terms
D; M Declaration;dn(D) boundin M
ā〈p̄〉 Message

NOTATION. We write dn(D) for the declarednameof D.
Reserved namesmay not be declared.We identify syntax
up to renamingof boundnames.For any syntacticcate-
gory with typical elementE, we write fn(E) for thesetof
free namesoccurringin E. We write E{a/x} for the cap-
tureavoiding substitutionof a for x in E. We write E{Åa/Åx}
for E{a1/x1, . . . ,an/xn}; note that E{Åa/Åx} is de�ned only if x̄
andā havethesamelength.

CONVENTION. To improve readability, we usethefollow-
ing disciplinefor names:
• a–e are advicenames(including the reserved names

call andcommit);
• u–w areadvicenamesthatareboundin thebodyof an

advicedeclaration;
• f–t arerolenames(includingthereservednametop);
• x–zarerolenamesthatareboundin thebodyof anad-

vicedeclaration;
• is a reservednameusedto bind a namethatis notof

interest— thatis, doesnotoccurfreein any subterm.

We drop syntacticelementsthat are not of interest.Con-
siderthedeclaration“adv a[α]=u( x̄) N”; we mayelidethe
name“adv[α]=u( x̄) N”, or the pointcut “adv a=u( x̄) N”,
or the body “adv a[α]”, or both the pointcutandthe body
“adv a”.

Evaluationis de�ned usingcon�gurationswhichconsist
of avectorof declarationsandaterm.By EVAL-DEC, decla-
rationsarerecordedin thecon�gurationwhenever they are
encounteredin aterm.By EVAL-CALL, if anevent〈p̄〉 is be-
ing processedwith �rst advicecall, thentheadvicelist ā is
calculated,consistingof the advicenamesai suchthat the
pointcutdeclaredwith ai is satis�edby 〈p̄〉. By EVAL-ADV,
if an event 〈p̄〉 is beingprocessedwith �rst advicea, then
thebodyof a is executed;theadvicebodyis parameterized
by boththeevent〈p̄〉 andremainingadviceb̄. (Notethatthe



syntaxrequiresthat“ b̄,a〈p̄〉” beparsedas“(b̄,a)〈p̄〉”. Fur-
ther note that the substitutionÅb/u resultsin a well-formed
termbecausefreeadvicenamescanonly appearin thecon-
text of a sequence.)

EVALUATION (D̄ B M → Ē B N)

(EVAL -DEC)

D̄ B E; M → D̄,E B M(EVAL -CALL)

[ā] =
[

a

∣

∣

∣

∣

D̄ 3 adv a[α]
D̄ ` 〈p̄〉 sat α

]

D̄ B b̄,call〈p̄〉 → D̄ B b̄, ā〈p̄〉

(EVAL -ADV )

D̄ 3 adv a=u( x̄) N

D̄ B b̄,a〈p̄〉 → D̄ B N{Åb/u, Åp/Åx}

3.2. Atomic Event Pointcuts

Wenow considerasimplebooleanlogic overevents.We
allow eventsetsto bespeci�edusingrolepatternswhichin-
cludesubrolesand“varargs”, ie, optionalroles.1

POINTCUT SYNTAX

P,Q ::= RolePattern
p ExactRole
+p SubRole

α,β ::= Atomic EventPointcut
〈P̄〉 Call Event
〈P̄,* 〉 Call Event,varargs
α∨β Disjunction
¬α Negation

σ,ρ ::= 〈p̄〉 Atomic Event

De�ne 1 as 〈* 〉; de�ne 0 as ¬1; and de�ne α ∧ β as
¬(¬α∨¬β). We write D̄ ` r 6 p for the obvious pre-
ordergeneratedfrom therole declarationorder. Fromthis,
we derive the following de�nition of pointcut satisfac-
tion; the obvious rulesfor conjunctionanddisjunctionare
elided.

ATOMIC POINTCUT SATISFACTION (D̄ ` σ sat α)

(SAT-CALL-ANY )

D̄ ` 〈p̄〉 sat 〈* 〉
(SAT-CALL-EMPTY)

D̄ ` 〈〉 sat 〈〉
(SAT-CALL-EXACT)

D̄ ` 〈q̄〉 sat 〈Q̄〉

D̄ ` 〈r, q̄〉 sat 〈r,Q̄〉

(SAT-CALL-SUB)

D̄ ` 〈q̄〉 sat 〈Q̄〉 D̄ ` r 6 p
D̄ ` 〈r, q̄〉 sat 〈+p,Q̄〉

4. Temporal Pointcuts

We extend µABC with temporalpointcuts.To do this,
wemodify thelanguageof adviceto includeatemporalfor-
mulaφ in additionto theatomicformulaα. Intuitively, the

1 In the full version we also allow vararg parameters in advice declara-
tions, ie adv a[α]=u( x̄;* ) N:

pointcut �res whenφ matchesthe pastandα matchesthe
currentevent.

In an aspectlanguage,the ontology of eventsis com-
plicatedby the fact that eventscanbe diverted;that is, an
event cantrigger advicethat interceptsthe event before it
occurs,potentiallycausingtheeventto abort.This is partic-
ularly commonin applicationsto security, wherepointcuts
oftenspecifydangerouseventsequencesthatinterruptnor-
mal processing.To indicatethatan event is to berecorded
in thehistory, we includethespecialadvicecommit.

Thuswhenthepastis consideredin �ring apointcut,we
requirethatadvicespecifyboththepastφ andthepotential
futureα. Thepastis speci�ed asa regularexpressionover
atomicevent pointcuts;the potentialfuture is speci�ed as
anatomiceventpointcut.

SYNTAX

D,E ::= · · · Declarations
adv a[φα]=u( x̄) N DeclareAdvice

φ,ψ,χ ::= TemporalPointcuts
α Atomic EventPointcut
ε EmptySequence
φψ Sequence
φ* KleeneStar
φ +ψ Disjunction

σ,ρ ::= 〈p̄〉 Atomic Events

Thesemanticsof temporalformulasD̄ 
 σ̄ sat φ is de�ned
in the standardway (recalledin AppendixA) over strings
of events,building on thesemanticsof atomicevents(D̄ `
σ sat α). Note that the regular expression/0 is represented
hereastheatomiceventpointcut0. We de�ne thelanguage
of theformulaasfollows:LH(D̄,φ) = {σ̄ | D̄ 
 σ̄ sat φ}.

We now give the evaluation semanticsfor the lan-
guagewith temporaladvice.We augmentthesemanticsto
recordan executionhistory. We write |σ̄| for the lengthof
string σ̄. We de�ne αn M= ααn� 1, whereα0 M= ε. We write
“adv a[α]=u( x̄) N” asshorthandfor “adv a[1* α]=u( x̄) N”.

EVALUATION (σ̄; D̄ B M → ρ̄; Ē B N)

(EVAL -DEC-ROLE)

σ̄; D̄ B role p<q; M
→ σ̄; D̄, role p<q B M

(EVAL -DEC-ADV)

σ̄; D̄ B adv a[φα]=u( x̄) N; M
→ σ̄; D̄,adv a[1j Åsj φα]=u( x̄) N B M

(EVAL -COMMIT)

σ̄; D̄ B b̄,commit〈p̄〉 → σ̄,〈p̄〉; D̄ B b̄
(EVAL -CALL)

[ā] =
[

a
∣

∣ D̄ 3 adv a[φα] and D̄ ` σ̄,〈p̄〉 sat φα
]

σ̄; D̄ B b̄,call〈p̄〉 → σ̄; D̄ B b̄, ā〈p̄〉
(EVAL -ADV )

D̄ 3 adv a=u( x̄) N

σ̄; D̄ B b̄,a〈p̄〉 → σ̄; D̄ B N{Åb/u, Åp/Åx}



EVAL-COMMIT causesan event to be recordedin the his-
tory. The original EVAL-DEC is split into different cases
for roles and advice.EVAL-DEC-ROLE, EVAL-CALL, and
EVAL-ADV are largely unchangedfrom the non-temporal
semantics.Noteonly thatin EVAL-CALL thehistoryis used,
alongwith the currentevent, to determinewhetheran ad-
vice �res.

Of particular note is the rule EVAL-DEC-ADV, which
takesa newly declaredadvice,andprependsa string of 1s
to thetemporalpointcutprior to addingit to thelist of dec-
larations.Thepurposeof doingso is to ensurethat thead-
vice only triggerson theeventα fromthepoint of declara-
tion onwards, asopposedto someeventthathasalreadyoc-
curredin thepast.

5. Automaton

In thissection,wede�ne anequivalentautomaton-based
semantics.

Our automataareconstructedfrom regular expressions
of the form φα, correspondingto an advice declaration
adv a[φα], whereφ is a regular expressionabstractingthe
relevanteventsin theprogramhistory, andα is thetrigger-
ing atomicevent.For eachadviceadv a[φα], we construct
theautomatonfor φ. Fromthepointof declarationonwards,
theautomatonmonitorsprogramexecution.If theautoma-
toneverentersits �nal state,this indicatesthatanattemptto
executeα shouldbe intercepted,andtheadvicebody exe-
cutedinstead.To implementthis,weattachtheadvicename
to each�nal statefor theautomaton.For this reason,were-
fer to �nal statesasadvicestates:

ADVICE STATES (φX )

εX
φX ψX
φψX

φX
φ +ψX

ψX
φ +ψX φ* X

The statesaresetsof temporalpointcutformulasφ, the
transitionalphabetrangesover the atomicevent pointcuts
α, andthe transitionsof the automatonarede�ned by the
standardtransitionrelation:

TRANSITION RELATION (φ a−→ ψ)

α a−→ ε
φ a−→ φ0

φψ a−→ φ0ψ
φX ψ a−→ ψ0

φψ a−→ ψ0
φ a−→ φ0

φ* a−→ φ0φ*

φ a−→ φ0

φ +ψ a−→ φ0
ψ a−→ ψ0

φ +ψ a−→ ψ0

Transitionsbetweenstatesaretakenoncommits.
We write f=⇒ for the re�exive transitive closureof a−→.

Next, we formally statehow to derive an automatonfrom
anadviceadv a[φα]:

NOTATION. For any adviceadv a[φα], let the automaton
ι(φ,a) inducedby a be the securityautomatonwith states
and transitionsas de�ned by the transitionrelation given
above,with startstateφ, andadvicea associatedwith each
advicestate.

We representour automataas(state,adviceset)pairs:

AUTOMATON SYNTAX

Φ,Ψ ::= φ | φ,Φ State

A ::= 〈Φ, ā〉 | 〈Φ, ā〉,A Automaton

For instance,AR and AQ from Section2 are represented
as 〈φ0, /0〉,〈φ1,{E1}〉 and 〈ψ0, /0〉,〈ψ1,{E2}〉, respectively,
with φ0 = ψ0

M= [¬call 〈FileRead〉]� call 〈FileRead〉1� ,
andφ1 = ψ1

M= 1� . TheproductautomatonAR ×AQ would
berepresentedas

(〈(φ0,ψ0), /0〉, (〈φ0,ψ1〉,{E2}),
(〈φ1,ψ0〉,{E1}), (〈φ1,ψ1〉,{E1,E2})

There is no needto explicitly encodethe transitionrela-
tion. For instance,in theproductautomatonjust presented,
we know from the de�nition of the transitionrelationthat
〈φ1,ψ0〉

call hFileReadi−−−−−−−−−→ 〈φ1,ψ1〉. To make the presentation
morereadable,we elide advicewhena statehasnoneas-
sociatedwith it. That is, we write thestate“〈φ〉, /0” simply
asφ.

We can modulatethe transition relation from atomic
event pointcuts to atomic events: de�ne D̄ ` φ s−→ φ0 if
φ a−→ φ' and D̄ ` σ sat α. Furtherwe can lift the de�ni-
tion to automatonstates:D̄ ` φ1, . . . ,φn

s=⇒ ψ1, . . . ,ψn if
D̄ ` φi

s−→ ψi for all i between1 and n. Finally we lift
the resultingrelation (D̄ ` Φ s=⇒ Ψ) to event sequences:
D ` Φ0

s1;:::;sn====⇒ Φn if D̄ ` Φi� 1
s i=⇒ Φi for all i between

1 andn.
We de�ne the productof two automatausing the stan-

dardproductconstruction,takingthesetunionof eachcom-
ponentstate's associatedadvicenames:

DEFINITION 1. For any two automataA,B,

A×B = {〈ΦA,ΦB; ā, b̄〉|〈ΦA, ā〉 ∈ A,〈ΦB, b̄〉 ∈ B}

Next, we show how to mergean adviceadv a[φα] with
anexistingautomatonA. Namely, weconstructtheautoma-
ton for theadvice,andcreatetheproductautomaton:

ν(A,φ,a) M= A× ι(φ,a)

Wenow givetheequivalent,automaton-basedevaluation
semanticsto ourlanguage.Whereaspreviouslywerecorded
theentireprogramhistory, we now insteadmaintainanau-
tomatonandstate,which recordsonly eventsof interest.



EVALUATION (A; Φ; D̄ B M → A0; Ψ; D̄0B M0)

(EVAL-DEC-ROLE andEVAL-ADV asbefore)
(EVAL -COM MIT)

D̄ ` Φ Åp=⇒ Ψ
A; Φ; D̄ B b̄,commit〈p̄〉 → A; Ψ; D̄ B b̄

(EVAL -DEC-ADV)

A; Φ; D̄ B (adv a[φα]=u( x̄) N; M)
→ ν(A,φ,a); 〈Φ,φ〉; D̄, (adv a[α ]=u( x̄) N) B M

(EVAL -CALL)

[ā] =

[

a

∣

∣

∣

∣

∣

〈Φ, (b̄,a, b̄0)〉 ∈ A
D̄ 3 adv a[α]
D̄ ` 〈p̄〉 sat α

]

A; Φ; D̄ B b̄,call〈p̄〉 → A; Φ; D̄ B b̄, ā〈p̄〉

Operationally, EVAL-DEC-ROLE and EVAL-ADV act
the sameas in the history-basedsemantics.EVAL-DEC-
ADV takesa new advice,mergesit into theautomaton,up-
datesthecurrentstate,andaddstheadviceto thelist of dec-
larations.EVAL-CALL looksthroughthe list of advicesat-
tachedto the currentstatefor onewhoseatomicpointcut
matchesthe role vector p̄ being called. If a matchingad-
vice is found,thenthecall 〈p̄〉 is replacedwith theadvice
body. EVAL-COMMIT simply updatesthe stateof the au-
tomaton.

6. Equivalence

In this section, we demonstrateequivalence of the
history-basedsemanticsprovided in Section 4 with the
automaton-basedsemanticsprovided in Section5 by pro-
viding a translationfrom a con�guration in the former
to an equivalent one in the latter. We concludeby show-
ing thatevaluationpreservesthetranslation.

Intuitively, we translatea history-basedcon�guration
〈σ̄, D̄〉 to an automaton-basedcon�guration 〈A,Φ, Ē〉 as
follows: given a history σ̄ anda setof declarationsD̄, we
�rst constructan intermediateautomatonA0 using the as-
pectdeclarationsin D̄. We computethestateΦ by simulat-
ing thehistoryσ̄ onA0. Finally, weconverttheintermediate
automatonA0 to the �nal automatonA by removing inter-
mediatestates.

Recallthemannerin which EVAL-DEC-ADV is de�ned
in the history-basedsemantics:whenever an adviceis de-
clared,the current “timestamp” is explicitly noted in the
form of a string of `1's prependedto the temporalpoint-
cut. Thus if an advice adv a[φα] is declaredat time n,
then in the history-basedsemantics,the pointcut is noted
as adv a[1nφα], and the correspondingautomatonin the
automaton-basedsemanticswill have a string of n “place-
holder” statesπ1, ...,πn, whereπi

1−→ πi+ 1 for i between1

andn−1, andπn
1−→ φ, asshown below:

π0 π1 ... πn φ
1 1 1 1

CONVENTION. In constructinganautomatonfor anadvice
adv a[φα] declaredat time n, we label the statesusedas
placeholdersfor time 1 throughn asπ0, ...,πn, andwe re-
fer to theseasπ-states.

Strictly speaking,we mustaccountfor the fact that for an
adviceadv a[φα], φ mayin factbegin with a stringof lead-
ing 1s. We caneasilyget aroundthis by syntacticallydif-
ferentiatingbetweenthose1simplicitly insertedby EVAL-
DEC-ADV asa timestamp,andthoseexplicitly speci�edby
theuser. In the interestof simplifying thepresentation,we
choosenot to dosohere.

If astateΦ = 〈φi,ψi, ...χi〉 is suchthatnoneof φi,ψi, ...χi

areπ-states,wesaythatΦ is π-free.Wewill needto project
theπ-freestatesof anautomaton,soweformally de�ne this
operation:

P6p(A) = {〈Φ, ā〉 ∈ A|Φ containsno π states}

LEMMA 2. For two automataA and B, P6p(A × B) =
P6p(A) ×P6p(B)

Proof. Immediate. �

To constructA0, we take theproductof theautomatain-
ducedby eachadvicein D̄. To constructΦ, wesimulatethe
programhistory σ̄ on A0. For instance,in the examplein
Section2, A0 is theproductof thefollowing automata,with
φ0,φ1,ψ0, andψ1 de�ned asin Section5:

φ0 φ1,〈E1〉
call 〈FileRead〉

¬call 〈FileRead〉

1

π0 ψ0 ψ1,〈E2〉
1 call 〈FileRead〉

¬call 〈FileRead〉

1

Simulatingtheprogramhistory(call 〈FileRead〉,call 〈Login,A〉)
on theproductautomatonplacesusin state〈φ1,ψ0〉, asex-
pected.

We computeA by removing from A0any statescontain-
ingaπ state.In ourexample,thisamountsto removingfrom
theproductautomatonstates〈(φ0,π0)〉 and〈(φ1,π0),{E1}〉.
Theresultis equivalentto theproductautomatonAQ ×AR,
whereAQ andAR areasin Section2.



We now formalizethetranslationjustdiscussed.Thatis,
given a history, declarationpair 〈σ̄, D̄〉, we formally show
how to constructthecorrespondingautomaton,state,decla-
rationtriple 〈A,Φ, Ē〉.

Our translationmakesuseof thefollowing functions:

Tdec(D̄) = {adv a[α ]|adv a[φα] ∈ D̄}

Tstate(σ̄, D̄) = Ψ, where
D̄ = 〈adv [1i1φ1 α1], . . . ,adv [1inφn αn]〉 and
〈1i1φ1, ...,1

inφn〉
Ås=⇒ Ψ

We are now in a position to de�ne the function T
which translatesa history-basedcon�guration 〈σ̄; D̄〉 to an
automaton-basedcon�guration〈A;Φ; Ē〉:

DEFINITION 3. T (σ̄; D̄) = A;Φ; Ē, where

A = P6p

[

∏
adv a[f a]2 ÅD

ι(φ,a)

]

Φ = Tstate(σ̄, D̄)

Ē = Tdec(D̄)

We de�ne thelanguageof theformulaasfollows:

LA(D̄,φ) = {σ̄|D̄ ` φ Ås=⇒ φ0, φ0X , andφ0∈Tstate(σ̄, D̄)}

LEMMA 4. For all D̄ andφ, LH(D̄,φ) = LA(D̄,φ).

Proof. By inductionon thestructureof σ̄. �

Weconcludeby showing thatthetranslationis preservedby
evaluation.Thatis, if

• σ̄; D̄ B M → σ̄0; D̄0B M0

• T (σ̄, D̄) = A;Φ; Ē,

• A; Φ; Ē B M → A0; Φ0; Ē0B M0, and

• T (σ̄0, D̄0) = A00;Φ00; Ē00

thenA0= A00,Φ0= Φ00, andĒ0= Ē00, asshown below:

σ̄; D̄ σ̄0; D̄0

A;Φ; Ē A0;Φ0; Ē0
T T

PROPOSITION 5. If σ̄; D̄ B M → σ̄0; D̄0 B M0 and
T (σ̄, D̄) = A,Φ, Ē, thenA; Φ; Ē B M → A0; Φ0; Ē0 B M0,
whereT (σ̄0, D̄0) = A0,Φ0, Ē0.

Proof. In eachcase,we�rst translatetheleft handsideinto
theautomaton-basedsemantics.We thenapply theevalua-
tion rule (e.g.,EVAL-DEC-ADV) to the automatonto ob-
tain the next con�guration 〈A0,Φ0, Ē0〉. We then translate

theright handsideinto theautomatonbasedsemanticsand
show thattheresultequals〈A0,Φ0, Ē0〉.

In the casesof EVAL-DEC-ROLE andEVAL-ADV, this
is trivial. In thecaseof EVAL-DEC-ADV, recall its evalua-
tion rule in thehistory-basedsemantics:

σ̄; D̄ B adv b[ψβ],M → σ̄; D̄,adv b[1j Åsjψβ] B M

The declarationsD̄ (equivalently Ē) aretrivially preserved
by EVAL-DEC-ADV, which leavesus to show that theau-
tomatonA and the stateΦ are preserved.Translatingthe
left handsideyieldsT (σ̄; D̄) = A;Φ; Ē, where

A M= P6p

[

∏
adv a[f a]2 ÅD

ι(φ,a)
]

Φ M= Tstate(D̄) Ē M= Tdec(D̄)

By EVAL-DEC-ADV in the automaton semantics,
A; Φ; Ē B adv b[ψβ],M → A0; Φ0; Ē0B M, where

A0 M= P6p

[

∏
adv a[f a]2 ÅD

ι(φ,a)
]

× ι(ψ,b) Φ0 M= 〈Φ,ψ〉

Ē0 M= Tdec(D̄),b

Finally, we must show that T (σ̄0; D̄,adv b[1j Åsjψβ]) =
A0;Φ0; Ē0. By de�nition, T (σ̄0; D̄,adv b[1j Åsjψβ]) =
A00;Φ00; Ē00, where

A00= P6p

[

( ∏
adv a[f a]2 ÅD

ι(φ,a)) × ι(1j Åsjψ,b)
]

= P6p

[

( ∏
adv a[f a]2 ÅD

ι(φ,a)) × ι(ψ,b)
]

Finally, Lemma2 givesusthatA0= A00:

P6p

[

( ∏
adv a[f a]2 ÅD

ι(φ,a)) × ι(ψ,b)
]

= P6p

[

∏
adv a[f a]2 ÅD

ι(φ,a)
]

× ι(ψ,b)

andhencethat theautomatonis preservedby EVAL-DEC-
ADV.

To show that the stateΦ is preserved by EVAL-DEC-
ADV, we simulate σ̄ on the intermediate automaton
[

∏adv a[f a]2 ÅD ι(φ,a)
]

× ι(1j Åsjψ,b). It immediately fol-
lows that the resultingstateΦ00= 〈Φ,ψ〉 = Φ0. The decla-
rationsĒ aretrivially preservedby EVAL-DEC-ADV.

We now considerthe caseof EVAL-CALL. We must
show that in a history-basedcon�guration 〈σ̄; D̄〉, for any
declaredadviceadv a[φα], if D̄ 
 σ̄ sat φ andD̄ ` p̄ sat α
wherep̄ is therole vectorbeingcalled,thenadv a[α ] is as-
sociatedwith thestateΦ in T (σ̄, D̄). This follows directly
from Lemma4: if D̄ 
 σ̄ sat φ in thehistory-basedseman-
tics,thenin theautomatonbasedsemantics,φ Ås=⇒ φ0, where
φ0X , so〈φ0,a〉 ∈ Φ.



Finally, the caseof EVAL-COMMIT is trivial. Recall
the evaluationrule in the history basedsemantics:̄σ; D̄ B
M,commit〈p̄〉 → σ̄, p̄; D̄ B M, andin theautomaton-based
semantics:

(EVAL -COMMIT)

D̄ ` Φ Åp=⇒ Ψ
A; Φ; Ē B b̄,commit〈p̄〉

→ A; Ψ; Ē B b̄

In this case,T (σ̄; D̄) = A;Φ; Ē, andT (σ̄, p̄; D̄) = A;Φ0; Ē
where

A = P6p

[

∏
adv a[f a]2 ÅD

ι(φ,a)
]

Ē = Tdec(D̄)

Whatremainsis to show thatΨ = Φ0. In doingso,we will
have succeededin showing that A,Φ, and Ē are all pre-
served by EVAL-COMMIT. By de�nition of T , simulating
σ̄ on theintermediateautomaton∏adv a[f a]2 ÅD ι(φ,a) places
A in stateΦ. To deriveΦ0from σ̄, p̄; D̄, wesimplycarrythe
simulationonestepfurther, taking transitionp̄. By EVAL-
COMMIT in theautomaton-basedsemantics,we know that
Φ Åp=⇒ Φ0, andhencethatΨ = Φ0, which is whatweneeded
to show. �

PROPOSITION 6. If A; Φ; Ē B M → A0; Φ0; Ē0 B M0, and
T (σ̄, D̄) = A,Φ, Ē, then σ̄; D̄ B M → σ̄0; D̄0 B M0, where
T (σ̄0, D̄0) = A0,Φ0, Ē0.

Proof. Theproofcloselyparallelsthatof Proposition5, and
assuch,we omit the detailshere.Detailscanbe found in
AppendixB.

This bringsusto themainresult:that thetwo semantics
areequivalent:

THEOREM 7. σ̄; D̄ B M →� ρ̄; Ē B N if and only if
T (σ̄; D̄ B M) →� T (ρ̄; Ē B N).

Proof. By Propositions5 and6, andinductiononthelength
of →� . �

7. Conclusions

We havedescribedanovel minimal languagefor aspect-
oriented programmingwith temporal pointcuts. We de-
scribedan implementationof the languageusingsecurity
automataandprovedthecorrectnessof theimplementation.
Wehavepresentedexamplesof applicationsto softwarese-
curity.

Futurework will addresstype-preservingtranslationsof
class-basedlanguagesinto µABC. We have alreadydevel-
opeduntypedtranslations;�nding type-preservingtransla-
tionspresupposesa suitabletypingsystemsfor µABC.
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[13] R. Lämmel. A SemanticalApproachto Method-Call In-
terception. In Proc. of the 1st International Conference on
Aspect-Oriented Software Development (AOSD 2002), pages
41±55,Twente,TheNetherlands,April 2002.ACM Press.

[14] Hidehiko Masuhara,Gregor Kiczales,and Chris Dutchyn.
Compilationsemanticsof aspect-orientedprograms.

[15] W. De Meuter. Monadsasa theoreticalfoundationfor aop.
In International Workshop on Aspect-Oriented Programming
at ECOOP, 1997.

[16] FredSchneider. Enforceablesecuritypolicies. ACM Trans-
actions on Information and System Security, 3(1):30±50,
2000.

[17] V. StolzandE. Bodden.TemporalassertionsusingAspectJ.
In RV’05 - Fifth Workshop on Runtime Verification, 2005.To
Appear.

[18] PeterThiemann.Enforcingsafetypropertiesusingtypespe-
cialization. In Programming Languages and Systems: 10th
European Symposium on Programming, ESOP 2001, volume
2028.Springer, 2001.

[19] David TuckerandShriramKrishnamurthi.Pointcutsandad-
vice in higher-order languages. In Conference Record of
AOSD 03: The 2nd International Conference on Aspect Ori-
ented Software Development, 2003.
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A. Semanticsof Temporal Pointcuts

TEMPORAL POINTCUT SATISFACTION (D̄ 
 σ̄ sat φ)

(SAT-ATOM)

D̄ ` σ sat α
D̄ 
 σ sat α
(SAT-OR-LEFT)

D̄ 
 σ̄ sat φ
D̄ 
 σ̄ sat φ +ψ

(SAT-SEQ)

D̄ 
 σ̄ sat φ
D̄ 
 ρ̄ sat ψ
D̄ 
 σ̄, ρ̄ sat φψ

(SAT-STAR)

D̄ 
 σ̄ sat φ
D̄ 
 ρ̄ sat φ*

D̄ 
 σ̄, ρ̄ sat φ*

(SAT-OR-RIGHT)

D̄ 
 σ̄ sat ψ
D̄ 
 σ̄ sat φ +ψ

(SAT-SEQ-EMPTY )

D̄ 
 ε sat ε
(SAT-STAR-EMPTY )

D̄ 
 ε sat φ*

B. Proof of Proposition 6

Again, in the casesof EVAL-DEC-ROLE and EVAL-
ADV, this is trivial. In thecaseof EVAL-DEC-ADV, recall
its evaluationrule:

A; Φ; Ē B adv b[ψβ],M → A0; Φ0; Ē0B M

where

A0= A× ι(ψ,b) Φ0= Φ,ψ Ē0= Ē,b

In thehistory-basedsemantics,wehave

σ̄; D̄ B adv b[ψβ],M → σ̄; D̄,adv b[1j Åsjψβ] B M

where T (σ̄; D̄) = A;Φ; Ē. What remains is to show
that T (σ̄; D̄,adv b[1j Åsjψβ]) = A0;Φ0; Ē0, which we al-
readyprovedin Proposition5.

In thecaseof EVAL-CALL, if a call 〈p̄〉 is replacedby
thebodyof someadviceadv a[φα], thismustmeanthatad-
vicea is associatedwith thecurrentstateof theautomaton,
andthatD̄` p̄ sat α. Wemustshow thatin thehistory-based
semantics,(i) theadviceadv a[φα] is declared(trivial), (ii )
that D̄ ` p̄ sat α (given), and that (iii ) D̄ 
 σ̄ sat φ. Point
(iii ) followsdirectly from Lemma4: sinceadv a[α ] is asso-
ciatedwith thecurrentstate,it mustmeanthatφ Ås=⇒ φ0, and
φ0X . By Lemma4, it immediatelyfollowsthatD̄ 
 σ̄ sat φ.

Finally, in thecaseof EVAL-COMMIT, recall its evalua-
tion rule in theautomaton-basedsemantics:

(EVAL -COM MIT)

D̄ ` Φ Åp=⇒ Ψ
A; Φ; Ē B b̄,commit〈p̄〉

→ A; Ψ; Ē B b̄

If A; Φ; Ē B b̄,commit〈p̄〉 → A; Ψ; Ē B b̄, thenit mustbe
the casethat Φ Åp=⇒ Ψ. Now, let σ̄; D̄ be the history-based
con�gurationsuchthatT (σ̄; D̄) = A;Φ; Ē. Thenby de�ni-
tion of T ,

A = P6p

[

∏
adv a[f a]2 ÅD

ι(φ,a)
]

Ē = Tdec(D̄)



Recalltherule in thehistory-basedsemantics:

σ̄; D̄ B M,commit〈p̄〉 → σ̄, p̄; D̄ B M

We mustshow thatT (σ̄, p̄; D̄) = A;Φ0; Ē whereΦ0= Ψ. A
andĒ follow immediatelyfrom thede�nition of T .

Furthermore,by de�nition of T , simulatingσ̄ on thein-
termediateautomaton∏adv a[f a]2 ÅD ι(φ,a) putsthe automa-
tonin stateΦ. To deriveΦ0from σ̄, p̄; D̄, wesimplycarrythe
simulationonestepfurther, taking transitionp̄. By EVAL-
COMMIT in theautomaton-basedsemantics,we know that
Φ Åp=⇒ Φ0, andhencethatΦ0= Ψ, which is whatweneeded
to show. �

C. Derived Forms

To give a feel for the language,we de�ne a few derived
forms.First, we provide anencodingof let, usingrolesfor
continuations.In this encodingwe requireanadditionalre-
servedrolecontinue. Theendvalueof a let expressionmust
beexplicitly markedwith a return.

DERIVED FORMS (LET) (c fresh)

role p M= role p<top Trivial Role

let x=N; M M= role c;
adv[〈c,+top〉]=( ,x) M;
N{c/continue}

Let

return p M= call〈continue,p〉 Return

For example,wehave thefollowing.

let x=N; let y=L; M
= role c;

adv[〈c,+top〉]=( ,x) let y=L; M;
N{c/continue}

= role c;
adv[〈c,+top〉]=( ,x) role d;

adv[〈d,+top〉]=( ,y) M;
L{d/continue};

N{c/continue}

Thefollowing encodingof functionsusestriplesto com-
municatethefunctionname,argumentandcontinuation.

DERIVED FORMS (FUNCTIONS) (f andx fresh)

λx. N M= role f;
adv[〈f,+top,+top〉]=( ,x,c) N{c/continue};
return f

Abstraction

L M M= let f=L;
let x=M;
call〈f,x,continue〉

Application

For example,we havethefollowing.

(N L) M = let f=N L;
let x=M;
call〈f,x,continue〉

= let g=N;
let y=L;
let f=callcc〈g,y〉;
let x=M;
call〈f,x,continue〉
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