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Infrastructure (Network & Security)

 S-OX ITGCC

 Tripwire

 Penetration Testing

 Eventlog Analyzer

 Managed Anti-Virus

 Network

 …or Directory Service?

 Firewall Reliance

 DNS

 Desktop Management

The Good The Bad



Eventlog Analyzer Entry

j.lisuzzo was 

deleted by 

pmcdaniel on 

9/28/2009 

at 8:30a



The Ugly (Routing Table Excerpt)

O E2 192.168.12.0/24 [110/20] via 10.71.1.3, 1d07h, FastEthernet1/1/0

[110/20] via 10.71.1.4, 1d07h, FastEthernet1/1/0

O E2 192.168.104.0/24 [110/20] via 10.71.1.4, 1d07h, FastEthernet1/1/0

[110/20] via 10.71.1.3, 1d07h, FastEthernet1/1/0 O E2 
192.168.8.0/24 [110/20] via 10.71.1.4, 1d07h, FastEthernet1/1/0

[110/20] via 10.71.1.3, 1d07h, FastEthernet1/1/0 O E2 
192.168.110.0/24 [110/20] via 10.71.1.3, 1d07h, FastEthernet1/1/0

[110/20] via 10.71.1.4, 1d07h, FastEthernet1/1/0

O    191.191.0.0/16 [110/8] via 10.71.1.4, 1d07h, FastEthernet1/1/0

[110/8] via 10.71.1.3, 1d07h, FastEthernet1/1/0

O    191.190.0.0/16 [110/5] via 10.71.1.4, 1d07h, FastEthernet1/1/0

[110/5] via 10.71.1.3, 1d07h, FastEthernet1/1/0 O E2 192.168.9.0/24 
[110/20] via 10.71.1.3, 1d07h, FastEthernet1/1/0

[110/20] via 10.71.1.4, 1d07h, FastEthernet1/1/0

172.17.0.0/22 is subnetted, 1 subnets



The Ugly (191.190.0.0/16)

Final results obtained from whois.lacnic.net.

Results:

% Joint Whois - whois.lacnic.net

% This server accepts single ASN, IPv4 or IPv6 

queries

Unallocated resource: 191.191.0.0



The Ugly (Network Diagrams)



Poor Implementation = Security Problems

Outsourcing….Nightmares



What should you do when executives ask, “Why can’t I get to our website?”

Uh-oh….



Problem Identification

Wireshark!



Host Identification

Final results obtained from whois.arin.net. 
Results:

OrgName: USA TODAY 
OrgID: USATOD
Address: 7950 Jones Branch Drive
City: McLean
StateProv: VA
PostalCode: 22108
Country: US

NetRange: 159.54.0.0 - 159.54.255.255 
CIDR: 159.54.0.0/16 
NetName: USATNET
NetHandle: NET-159-54-0-0-1
Parent: NET-159-0-0-0-0
NetType: Direct Assignment
NameServer: NS1.GANNETT.COM
NameServer: NS2.GANNETT.COM
NameServer: NS3.GANNETT.COM
NameServer: NS4.GANNETT.COM
Comment: 
RegDate: 1992-03-06
Updated: 2004-04-07



Vendor Support

 Acknowledgement of ownership.

 Service contracts.

 Incident Response/Security Teams.

 Updating processes; Internal and External.

 Google’s Webmaster tools/Hijacking your own 

webserver.



Ad hoc Networks

VPNs Galore

Logical

Physical

Firewalls

Routers

…knowledge?

Eek!
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Multiple Company NAT Integration
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A quick way to stop an enterprise’s emails.

NAT, Firewalls and DNS done poorly



Email Bounces Begin

<mail-out.suntimes.com #5.7.1 smtp;550 5.7.1 

Service unavailable; Client host [68.255.223.162] 

blocked using Spamhaus XBL, mail from IP banned; To 

request removal from this list see 

http://www.spamhaus.org/lookup.lasso.>

http://www.spamhaus.org/lookup.lasso


Problem…

68.255.223.162 was found to be using several different 
EHLO/HELO names during multiple connections on or about:

2009:09:17 ~20:30 UTC+/- 15 minutes (approximately 22 
hours, 15 minutes ago).

The names seen included:

xdbjomjpsyjklryzr.7u7yn2qdvosezdeim.br, 
xdbjomjpsyjklryzr.7u7yn2qdvosezdeim.fr, 
xdbjomjpsyjklryzr.7u7yn2qdvosezdeim.info, 
xdbjomjpsyjklryzr.7u7yn2qdvosezdeim.uk



Issues

 External Address for 

mail-out also acting as 

part of NAT for 

internal subnets.

 Firewall allowing port 

25 outbound from ALL 

IPs.

 Reverse DNS for NAT 

addresses.

NAT/Firewall DNS



Email Resolution

 Dedicate external IP addresses to mail severs ONLY.

 Update firewall rules to allow port 25 for mail servers 
ONLY.

 Update reverse DNS for dedicated external IP 
addresses.

 $ dig 172.22.0.1 162.160/27.223.225.68.in-addr.arpa

 ;; AUTHORITY SECTION:

 160/27.223.255.68.in-addr.arpa 86400 IN SOA  ns1.ameritech.net. 
Rm-hostmaster.ems.att.com. 2 10800 3600 604800 86400

 Identify internally compromised host.

 $ nmap –sS –p25 –iL networks.txt



Security on a Dime

 Desktop

 Firewall

 Patching

 Software Inventory

 Network

 Syslog

 Firmware Updates

 Directory

Quarterly Audits

 Eventlog Analyzer

 Servers

 Tripwire

 Syslog

 Patching

 Firewalls

 Coherent Rule-sets

 Syslog

 Firmware Updates



Matthew Kemp

mkemp@suntimes.com

Questions?


