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Network Security (Chap. 14)Network Security (Chap. 14)

Course OutlineCourse Outline
Identifying security risks in the networkIdentifying security risks in the network

People, Hardware, Software, and InternetPeople, Hardware, Software, and Internet
Examples of security attacksExamples of security attacks

Addressing security riskAddressing security risk
Security policySecurity policy
Firewall, Proxy Server, RAS, and RADIUSFirewall, Proxy Server, RAS, and RADIUS
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w , y v , , d Uw , y v , , d U
User Authentication User Authentication 
EncryptionEncryption

Private Key and Public KeyPrivate Key and Public Key
KerberosKerberos
PGPPGP
SSHSSH
IPSecIPSec

Example of Security ProblemExample of Security Problem

(a)(a) Normal situation.  Normal situation.  (b)(b) An attack An attack 
based on breaking into DNS and based on breaking into DNS and 
modifying Bob's record.modifying Bob's record.
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TerminologyTerminology
A A hackerhacker is someone who masters the inner workings of is someone who masters the inner workings of 
operating systems and utilities in an effort to gain inside/private operating systems and utilities in an effort to gain inside/private 
information. (ref. p. 711)information. (ref. p. 711)
A A cracker cracker is someone who uses his or her knowledge of is someone who uses his or her knowledge of 
operating systems and utilities to intentionally damage or destroy operating systems and utilities to intentionally damage or destroy 
data or systemsdata or systems
rootroot account (UNIX) andaccount (UNIX) and administratoradministrator account (Windows)account (Windows)
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rootroot account (UNIX) and account (UNIX) and administratoradministrator account (Windows)account (Windows)
Authentication Authentication –– Who are you?Who are you?

The process of reliably determining the genuine identity of The process of reliably determining the genuine identity of 
the communicating nodes or users.the communicating nodes or users.

Authorization Authorization –– What can you do?What can you do?
The process of determining the access rights of authenticated The process of determining the access rights of authenticated 
usersusers..

Need for SecurityNeed for Security

Some people who cause security problems and why.Some people who cause security problems and why.
Student: have fun snooping on the network Student: have fun snooping on the network 
(reading others’ e(reading others’ e--mails)mails)
Cracker: Test/attack the security of the system.Cracker: Test/attack the security of the system.
Business: industry espionageBusiness: industry espionage
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ExEx--employee: get revenge employee: get revenge 
Accountant: embezzle $$$ from a companyAccountant: embezzle $$$ from a company
Con man: steal credit card info for saleCon man: steal credit card info for sale
Spy:Spy:
Terrorist: Terrorist: 

Ref. Tanenbaum p. 722

Security AuditsSecurity Audits

Security audit is an activity that assesses an Security audit is an activity that assesses an 
organization’s security risksorganization’s security risks
WhenWhen

Regular: annual or quarterlyRegular: annual or quarterly
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Regular: annual or quarterlyRegular: annual or quarterly
Irregular: conduct a security audit after making Irregular: conduct a security audit after making 
any major changes to the networkany major changes to the network

It is common to hire a hacker to conduct a It is common to hire a hacker to conduct a 
security audit.security audit.
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Security 
Risk

People
Protocol

and
Software
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Risk

Hardware and 
Network Design Internet

Security Risks w/ PeopleSecurity Risks w/ People

Network administrators overlooking security flaws Network administrators overlooking security flaws 
in topology or hardware configurationin topology or hardware configuration
Network administrators overlooking security flaws Network administrators overlooking security flaws 
in operating system or application configurationin operating system or application configuration
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Lack of proper documentation and communication Lack of proper documentation and communication 
of security policiesof security policies
Dishonest or disgruntled employees abusing their Dishonest or disgruntled employees abusing their 
file and access rightsfile and access rights
An unused computer or terminal being left logged An unused computer or terminal being left logged 
into the networkinto the network

Security Risks w/ People (cont.)Security Risks w/ People (cont.)

Users or administration choosing easyUsers or administration choosing easy--toto--guess guess 
passwordspasswords
Authorized staff leaving computer room doors Authorized staff leaving computer room doors 
open or unlockedopen or unlocked
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Staff discarding disks or backup tapes in public Staff discarding disks or backup tapes in public 
waste containerswaste containers
Administrators neglecting to remove access files Administrators neglecting to remove access files 
and rights for former employees and rights for former employees 
Users leaving passwords out in open spacesUsers leaving passwords out in open spaces
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Risks Associated with Hardware and Risks Associated with Hardware and 
Network DesignNetwork Design

Wireless transmission can typically be Wireless transmission can typically be 
interceptedintercepted
N k h b b d ffi hN k h b b d ffi h
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Network hubs broadcast traffic over the Network hubs broadcast traffic over the 
entire segment, vulnerable to entire segment, vulnerable to sniffingsniffing..
Unused ports on hubs, switches, routers, or Unused ports on hubs, switches, routers, or 
servers can be exploited.servers can be exploited.

Risks Associated with Hardware and Risks Associated with Hardware and 
Network Design (cont.)Network Design (cont.)

If routers are not properly configured, outside If routers are not properly configured, outside 
users can sneak into the private network.users can sneak into the private network.
DialDial--in access servers used by telecommuting in access servers used by telecommuting 
or remote staff may not be carefully securedor remote staff may not be carefully secured

03/06/08 11TDC363-09

or remote staff may not be carefully secured or remote staff may not be carefully secured 
and monitored.and monitored.

No modem connection on desktop.No modem connection on desktop.
Computers hosting very sensitive data may Computers hosting very sensitive data may 
coexist on the same subnet with computers coexist on the same subnet with computers 
open to the general public.open to the general public.

Risks Associated with Protocols Risks Associated with Protocols 
and Softwareand Software

TCP/IP contains several security flawsTCP/IP contains several security flaws
IP Addresses can be falsified (spoofing)IP Addresses can be falsified (spoofing)
UDP requires no authentication.UDP requires no authentication.

T l i hi b dT l i hi b d
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Trust relationships between one server and Trust relationships between one server and 
another may allow a cracker to access the entire another may allow a cracker to access the entire 
network because of a single flawnetwork because of a single flaw
Network operating system software typically Network operating system software typically 
contains “backdoors” or security flawscontains “backdoors” or security flaws
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Risks Associated with Protocols Risks Associated with Protocols 
and Software (cont.)and Software (cont.)

Command line interface is convenient for administrators, Command line interface is convenient for administrators, 
and it is also convenient for intruders who could run and it is also convenient for intruders who could run 
destructive programs in a batch/background mode.destructive programs in a batch/background mode.
Administrators might accept the default security options Administrators might accept the default security options 
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after installing an operating system or applicationafter installing an operating system or application

You may be surprised how many routers (or even servers) on the You may be surprised how many routers (or even servers) on the 
public network are using the default login and password.public network are using the default login and password.

Transactions that take place between applications may be Transactions that take place between applications may be 
left open to interceptionleft open to interception

Risks Associated with Internet Risks Associated with Internet 
AccessAccess

IP IP spoofingspoofing
Outsiders obtain internal IP addresses, then use those Outsiders obtain internal IP addresses, then use those 
addresses to pretend that they have authority to access addresses to pretend that they have authority to access 
your internal network from the Internetyour internal network from the Internet

Wh T l t FTP t it thWh T l t FTP t it th

03/06/08 14TDC363-09

When a user Telnets or FTPs to your site over the When a user Telnets or FTPs to your site over the 
Internet, his or her user ID and password will be Internet, his or her user ID and password will be 
transmitted in plain text. (subject to transmitted in plain text. (subject to sniffingsniffing))
Attackers may obtain information about your user Attackers may obtain information about your user 
ID from newsgroups, mailing lists, or forms filled ID from newsgroups, mailing lists, or forms filled 
out on the Webout on the Web

Risks Associated with Internet Risks Associated with Internet 
Access (cont.)Access (cont.)

FlashingFlashing: Internet user send commands to : Internet user send commands to 
another Internet user’s machine that cause the another Internet user’s machine that cause the 
screen to fill with garbage charactersscreen to fill with garbage characters
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Example, popExample, pop--up menuup menu

DenialDenial--ofof--serviceservice (DOS) attack(DOS) attack
Occurs when a system becomes unable to function Occurs when a system becomes unable to function 
because it has been deluged with messages or otherwise because it has been deluged with messages or otherwise 
disrupteddisrupted
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DoS DoS -- pingping

Internet

cracker
Target
Web

Server
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Server

A cracker sends millions ICMP packets from his workstation to 
different machines on the Internet, where the source IP address of  the 
packet is falsified (spoofed) as the web server. All machines then echo 
the ICMP message to the web server.  As the web server is flooded with 
ICMP messages, it will not have the capability to process real IP 
packets.

TCP SYNTCP SYN

Internet

Cli nt
Web

S r r
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Client
1: Client sends SYN to the Server

2. Server send SYN/ACK to Client

3: Client sends ACK to Server

Server

DoS DoS -- TCP SYN AttackTCP SYN Attack

Internet

Cracker
1 Cr k r nd SYN t th S r r

2. Server sends SYN/ACK to the spoofed address.

Target
Web

Server

IP
spoofed
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1: Cracker sends SYN to the Server

3: Server waits for ACK which will never come.

If  a cracker continuously sends SYN message with a falsified (spoofed) 
source IP address, the server would never get an ACK message back from 
the cracker.  All SYN requests are put in the TCP buffer.  When the buffer 
is full, the server cannot accept any more TCP requests.
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Addressing Security RiskAddressing Security Risk

Risk AreaRisk Area SolutionsSolutions

PeoplePeople Security Policy; Physical AccessSecurity Policy; Physical Access

Hardware and Hardware and Firewall; Proxy Server; RADIUSFirewall; Proxy Server; RADIUS
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Network DesignNetwork Design

Protocol and Protocol and 
SoftwareSoftware

User AuthenticationUser Authentication
EncryptionEncryption

Kerberos, PGP, SSL, IPSecKerberos, PGP, SSL, IPSec

Security PolicySecurity Policy

Why do you need a security policy?Why do you need a security policy?
Provide authorized users to access to the resources.Provide authorized users to access to the resources.
Protect unauthorized users from gaining access to the Protect unauthorized users from gaining access to the 
network, systems, programs, or datanetwork, systems, programs, or data
Prevent accidental damage to hardware or softwarePrevent accidental damage to hardware or software
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Prevent intentional damage to hardware or softwarePrevent intentional damage to hardware or software
Create an environment to withstand and quickly recover Create an environment to withstand and quickly recover 
from any type of threatfrom any type of threat
Communicate employee’s responsibilities with respect to Communicate employee’s responsibilities with respect to 
maintaining data integrity and system securitymaintaining data integrity and system security

Security Policy Security Policy -- PasswordsPasswords
What you can enforce in NOS:What you can enforce in NOS:

Password cannot be derived from user informationPassword cannot be derived from user information
Password cannot be found in a dictionaryPassword cannot be found in a dictionary
Password must be longer than n (n>8) charactersPassword must be longer than n (n>8) characters
Password must contain both letters and numbersPassword must contain both letters and numbers
Password must be changed every n (n<30) daysPassword must be changed every n (n<30) days
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Password must be changed every n (n 30) daysPassword must be changed every n (n 30) days
Password cannot be changed within n (n<24) hoursPassword cannot be changed within n (n<24) hours
New password must be significantly different (>50%) from New password must be significantly different (>50%) from 
the last n (n>2) passwords.the last n (n>2) passwords.

What you cannot enforce in NOS:What you cannot enforce in NOS:
Do not write down your password or share it with othersDo not write down your password or share it with others
Do not send passwords in an “unencrypted” way over the Do not send passwords in an “unencrypted” way over the 
network.network.
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Physical SecurityPhysical Security
Physical access to the network devicePhysical access to the network device

Computer roomComputer room
Control roomControl room
Storage roomStorage room
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Access controlAccess control

KeyKey
Badge or smart cardsBadge or smart cards
BioBio--recognitionrecognition

Addressing Risks Associated with Addressing Risks Associated with 
Hardware and DesignHardware and Design

FirewallFirewall
Specialized device that selectively filters or blocks traffic between Specialized device that selectively filters or blocks traffic between 
networksnetworks

Demarcation point
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FirewallFirewall
It is a function, and can be on software or hardware.It is a function, and can be on software or hardware.
It can be a bridge or a router. It can be a bridge or a router. 
Packet filtering is the standard feature of firewallPacket filtering is the standard feature of firewall

Most routers support packet filtering.Most routers support packet filtering.
NOS (Windows and UNIX) can also be configured to NOS (Windows and UNIX) can also be configured to 

id th fi ll f tiid th fi ll f ti

03/06/08 24TDC363-09

provide the firewall function.provide the firewall function.

Internal
LAN Internet

140.192.40.100192.168.10.10
192.168.10.0

firewall
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Packet FilteringPacket Filtering

Criteria that a firewall might use to accept or Criteria that a firewall might use to accept or 
deny data:deny data:

Source and destination IP addressesSource and destination IP addresses
U b t k t t d b tU b t k t t d b t
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Use subnet mask to accept or deny a subnetUse subnet mask to accept or deny a subnet

Source and destination portsSource and destination ports
TCP, UDP, or ICMP protocolsTCP, UDP, or ICMP protocols

Proxy ServiceProxy Service

Proxy serviceProxy service
It is at the application layer.It is at the application layer.
Software application on a network host that acts as Software application on a network host that acts as 
an intermediary between external and internalan intermediary between external and internal
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an intermediary between external and internal an intermediary between external and internal 
networksnetworks
Network host that runs the proxy service is known Network host that runs the proxy service is known 
as a as a proxy serverproxy server, or gateway, or gateway

Firewall and Proxy ServerFirewall and Proxy Server

Internal
LAN

Internet
192.168.10.0

Firewall
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140.192.40.100
192.168.10.10192.168.10.101

Proxy Server

The firewall accepts Internet traffic only 
to/from the proxy server.

Cf. Figure 14-4
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Remote AccessRemote Access

Capability for traveling employees, Capability for traveling employees, 
telecommuters, or distant vendors to telecommuters, or distant vendors to 
access an organization’s private LAN or access an organization’s private LAN or 
WAN through specialized remote accessWAN through specialized remote access
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WAN through specialized remote access WAN through specialized remote access 
serversservers
Examples: Examples: 

dialdial--upup
VPNVPN

DialDial--Up NetworkingUp Networking

User authentication and Authorization:User authentication and Authorization:
Login ID and password authenticationLogin ID and password authentication
Ability to log all dialAbility to log all dial--up connections, their resources, up connections, their resources, 
and their connection timesand their connection times
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and their connection timesand their connection times
Ability to perform callbacks to users who initiate Ability to perform callbacks to users who initiate 
connectionsconnections
Centralized management of dialCentralized management of dial--up users and their up users and their 
rights on the networkrights on the network

Remote Access NetworksRemote Access Networks

Internal
LAN

Internet
192.168.10.0

VPN GW + 
Firewall
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RADIUS
Server

Remote
Access

Server (RAS)

PSTN

PC w/ modem

PC on Internet

RAS ::= ISDN/PSTN termination + modem pool + router 

Authentication
Request and 
Confirmation
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RADIUS RADIUS 
(show the errors in this diagram)
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User Access ControlUser Access Control

Restriction that network administrators can use Restriction that network administrators can use 
to strengthen the security of their networksto strengthen the security of their networks

Some users may be valid only during specific hoursSome users may be valid only during specific hours
Some user IDs may be restricted to a specific Some user IDs may be restricted to a specific 
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number of hours per day of loggednumber of hours per day of logged--in timein time
You can specify that user IDs can log in only from You can specify that user IDs can log in only from 
certain workstation or certain areas of the networkcertain workstation or certain areas of the network
Set a limit on how many unsuccessful login attempts Set a limit on how many unsuccessful login attempts 
from a single user the server will accept before from a single user the server will accept before 
blocking that ID from even attempting to log onblocking that ID from even attempting to log on

EncryptionEncryption

Use of an algorithm to scramble data into a format that Use of an algorithm to scramble data into a format that 
can be read only by reversing the algorithmcan be read only by reversing the algorithm
In order to protect data, encryption provides the In order to protect data, encryption provides the 
following assurances:following assurances:
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gg
Data were not modified after the sender transmitted them Data were not modified after the sender transmitted them 
and before receiver picked them upand before receiver picked them up
Data can only be viewed by their intended recipient (or at Data can only be viewed by their intended recipient (or at 
their intended destination)their intended destination)
All of the data received at intended destination were truly All of the data received at intended destination were truly 
issued by the stated sender and not forged by an intruderissued by the stated sender and not forged by an intruder
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EncryptionEncryption

The most popular kind of encryption weaves a The most popular kind of encryption weaves a keykey
(random string of characters) into the original data’s (random string of characters) into the original data’s 
bits to generate a unique data blockbits to generate a unique data block

The scrambled data block is known asThe scrambled data block is known as cipher textcipher text
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The scrambled data block is known as The scrambled data block is known as cipher textcipher text
The longer the key, the more difficult the cipher text can The longer the key, the more difficult the cipher text can 
be decrypted by an unauthorized systembe decrypted by an unauthorized system

EncryptionEncryption
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Private Key EncryptionPrivate Key Encryption

Data are encrypted using a single key that only Data are encrypted using a single key that only 
the sender and receiver knowthe sender and receiver know
Also known as Also known as symmetric encryptionsymmetric encryption
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The most popular private key encryption is the The most popular private key encryption is the 
data encryption standard (DES)data encryption standard (DES)
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Private Key EncryptionPrivate Key Encryption
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Triple DESTriple DES

(a)(a) Triple encryption using DES.   Triple encryption using DES.   
(b)(b) Decryption.Decryption.
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Public Key EncryptionPublic Key Encryption

Public key encryptionPublic key encryption
Data are encrypted using two keysData are encrypted using two keys
Also know as Also know as asymmetric encryptionasymmetric encryption

PublicPublic key serverkey server
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PublicPublic--key serverkey server
Provides a list of users’ public keysProvides a list of users’ public keys

Combination of public key and private key is Combination of public key and private key is 
known as known as key pairkey pair
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Public Key Public Key 
EncryptionEncryption

Pros: much better security protection 
than private key

Cons: complexity & computational

03/06/08 40TDC363-09

Cons: complexity & computational 
overhead

Digital SignaturesDigital Signatures
Digital signatures using publicDigital signatures using public--key cryptography.key cryptography.
Two pairs of public keysTwo pairs of public keys
One private key is used for encryption.One private key is used for encryption.
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If  Alice says she never signed the document, how can Bob prove 
it in the court?    Answer: DA(P)

TwoTwo--Tier Key Management StructureTier Key Management Structure
Key management 

Server Server Client

Generate a key pair
PubK and PriK1

PubK and PriK1 PubK

Generate a private key
PriK

1 2
3

4
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PriK2

Encrypt (PriK2) with PubK

Decrypt(PriK2) with PriK1

The client and server now have a shared 
key (PriK2) for data encryption and 
protection.

To maximize the 
security protection, 
PriK2 should be 
changed frequently, 
e.g., every 10,000-
15,000 frames.

5

6

7
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Encryption ProtocolsEncryption Protocols

Kerberos Kerberos –– CrossCross--Platform AuthenticationPlatform Authentication
Pretty Good Privacy (PGP) Pretty Good Privacy (PGP) –– EE--MailMail
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Secure Sockets Layer (SSL) Secure Sockets Layer (SSL) –– TCP/IPTCP/IP
Secured HTTP, Telnet, FTPSecured HTTP, Telnet, FTP

Internet Protocol Security (IPSec)Internet Protocol Security (IPSec)

KerberosKerberos
CrossCross--platform authentication protocol using key platform authentication protocol using key 
encryption to verify identity of clients and to securely encryption to verify identity of clients and to securely 
exchange information once a client logs onto a systemexchange information once a client logs onto a system
A A private keyprivate key encryption service.encryption service.
The server issuing keys to clients during initial client The server issuing keys to clients during initial client 
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authentication is known as a authentication is known as a key distribution center key distribution center 
(KDC)(KDC)
In order to authenticate a client, KDC runs an In order to authenticate a client, KDC runs an 
authentication service (AS)authentication service (AS)

An AS issues a An AS issues a ticketticket (temporary set of credentials)(temporary set of credentials)

A kerberos client, or user, is known as a A kerberos client, or user, is known as a principalprincipal

Kerberos (cont.)Kerberos (cont.)
Session keySession key

Issues to both client and server by authentication service Issues to both client and server by authentication service 
that uniquely identifies their sessionthat uniquely identifies their session

AuthenticatorAuthenticator
User’s timestamp encrypted with the session key.User’s timestamp encrypted with the session key.
To help the service verify that a ticket is associated with anTo help the service verify that a ticket is associated with an
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To help the service verify that a ticket is associated with an To help the service verify that a ticket is associated with an 
authenticated userauthenticated user

Ticket granting service (TGS)Ticket granting service (TGS)
To solve the problem that a user has to request a separate To solve the problem that a user has to request a separate 
ticket for a difference service.ticket for a difference service.
Application separate from AS that also runs on the KDCApplication separate from AS that also runs on the KDC
TGS issues client a ticket TGS issues client a ticket granting ticket (TGT)granting ticket (TGT)
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Kerberos Authentication ProcessKerberos Authentication Process

1. AS Request (Name, Target)

2. AS Reply (TGT, Session Key, ….)

3. TGS Request (TGT, name, target, …)

Kerberos
Server

KDC
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4. TGS Reply (Server Ticket, Session Key)

5. Request (server ticket, authenticator …)

6. Reply

AS & TGS

Target
Server

Applications of EncryptionApplications of Encryption

Pretty Good Privacy (PGP)Pretty Good Privacy (PGP)
Public keyPublic key encryption system that verifies encryption system that verifies 
authenticity of an eauthenticity of an e--mail sender and encrypts email sender and encrypts e--mail mail 
data in transmissiondata in transmission
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Secure Sockets Layer (SSL)Secure Sockets Layer (SSL)
Method of encrypting TCP/IP transmissions en Method of encrypting TCP/IP transmissions en 
route between client and server using route between client and server using public keypublic key
encryption technologyencryption technology

SSLSSL——The Secure Sockets LayerThe Secure Sockets Layer

Layers (and protocols) for a home user browsing Layers (and protocols) for a home user browsing 
with with SSL.SSL.
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MAC

(Ethernet, DSL, T1, etc.)
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Secure Sockets Layer (SSL)Secure Sockets Layer (SSL)
HTTPSHTTPS

URL prefix indicating a Web page requires its data URL prefix indicating a Web page requires its data 
to be exchanged between client and server using to be exchanged between client and server using 
SSL encryptionSSL encryption

SSL sessionSSL session
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SSL sessionSSL session
Association between the client and server Association between the client and server 
identified by an agreement on a specific set of identified by an agreement on a specific set of 
encryption encryption techniquestechniques

Note: Note: sshssh (vs. telnet) and (vs. telnet) and sftpsftp (vs. ftp(vs. ftp) are not ) are not 
using SSL.using SSL.

SSL (cont.)SSL (cont.)

Handshake protocolHandshake protocol
Allow the client and server to authenticate each otherAllow the client and server to authenticate each other
Client_helloClient_hello

Message issued from the client to the serverMessage issued from the client to the server

Server helloServer hello
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Server_helloServer_hello
Message issues from the server to the clientMessage issues from the server to the client
Server issues a public key or a digital certificate.Server issues a public key or a digital certificate.

Transport Layer Security (TLS)Transport Layer Security (TLS)
Version of SSL being standardized by the IETFVersion of SSL being standardized by the IETF
RFC 2246RFC 2246

Internet Protocol Security (IPSec)Internet Protocol Security (IPSec)

Defines encryption, authentication, and key Defines encryption, authentication, and key 
management for TCP/IP transmissionsmanagement for TCP/IP transmissions
Encrypts data by adding security information Encrypts data by adding security information 
to the IP header.to the IP header.
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Operates at the Network layer (layer 3).Operates at the Network layer (layer 3).
IPSec accomplishes authentication in two IPSec accomplishes authentication in two 
phases:phases:

Key managementKey management
Key encryption Key encryption 



18

Internet Protocol Security (IPSec)Internet Protocol Security (IPSec)

Encrypt data by adding security information into Encrypt data by adding security information into 
the IP packet header.the IP packet header.
Key managementKey management

IPS li I K E h (IKE) f iIPS li I K E h (IKE) f i
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IPSec relies on Internet Key Exchange (IKE) for its IPSec relies on Internet Key Exchange (IKE) for its 
key managementkey management

In IPSec, two type of encryption may be used:In IPSec, two type of encryption may be used:
Authentication header (AH)Authentication header (AH)
Encapsulation security payload (ESP)Encapsulation security payload (ESP)

Review QuestionsReview Questions

What is a security audit?  When shall you What is a security audit?  When shall you 
conduct a security audit?  conduct a security audit?  
What is the difference between sniffing What is the difference between sniffing 
(snooping) and spoofing on the network?(snooping) and spoofing on the network?

03/06/08 53TDC363-09

(snooping) and spoofing on the network?(snooping) and spoofing on the network?
What is the risk of unused port in an office?What is the risk of unused port in an office?
Write a security policy for password (at least five Write a security policy for password (at least five 
items)items)

Review Questions (cont.)Review Questions (cont.)

Discuss the differences of NAT, Firewall, and Proxy Discuss the differences of NAT, Firewall, and Proxy 
server.  Where do they locate at the OSI model?  server.  Where do they locate at the OSI model?  

Draw a network diagram for each one.Draw a network diagram for each one.

Describe two methods where you can use private IP Describe two methods where you can use private IP 
dd f h bli Idd f h bli I
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addresses to surf the public Internet.addresses to surf the public Internet.
List four data fields in IP datagram that firewall may List four data fields in IP datagram that firewall may 
use to filter the packets.use to filter the packets.
RADIUS: What is RADIUS?  Draw a network RADIUS: What is RADIUS?  Draw a network 
diagram to show how it works?  How is used to diagram to show how it works?  How is used to 
support VPN?support VPN?
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Review Questions (cont.)Review Questions (cont.)
What is the major difference between private key What is the major difference between private key 
encryption and public key encryption?  Which one is encryption and public key encryption?  Which one is 
symmetric? Which one is more secure?symmetric? Which one is more secure?
Give a security protocol using private key.Give a security protocol using private key.
Give a security protocol using public key.Give a security protocol using public key.
What is Kerberos?  Why do we need Kerberos?What is Kerberos?  Why do we need Kerberos?
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The CTI staff decide to disable telnet and FTP  to the The CTI staff decide to disable telnet and FTP  to the 
TDC Linux machines.  Why?  Without telnet and TDC Linux machines.  Why?  Without telnet and 
FTP, how can we access these machines?FTP, how can we access these machines?
What is a digital signature?  As a vendor, how can you What is a digital signature?  As a vendor, how can you 
prove that the signature is indeed from a customer?prove that the signature is indeed from a customer?

Review Questions (cont.)Review Questions (cont.)

What is a DoS attack?  Give an example of a What is a DoS attack?  Give an example of a 
DOS attack (describing the protocol messages DOS attack (describing the protocol messages 
used in such an attack).used in such an attack).

What is TCP SYN attack?  Draw a diagram to What is TCP SYN attack?  Draw a diagram to 
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illustrate it.illustrate it.

What are the encapsulation and encryption What are the encapsulation and encryption 
schemes used in IPSec?schemes used in IPSec?

Final ExamFinal Exam

Date: 03/17 (Monday), 11:45 Date: 03/17 (Monday), 11:45 –– 02:00pm02:00pm
Same Same format as the midterm exam.format as the midterm exam.
Close book, close notesClose book, close notes
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2 pages of study notes (double side)2 pages of study notes (double side)
Calculator is allowed, but no PDA.Calculator is allowed, but no PDA.
Seating Seating –– same as midtermsame as midterm
Coverage: Lecture 05 Coverage: Lecture 05 –– Lecture 09Lecture 09


