ModelingSpaceShuttle SoftwareFailures atVaryingCriticalityLevels

GeorgeJ.KnaflJosephA.Morgan

SchoolofComputerScience,

Telecommunications,&InformationSystems

DePaulUniversity

243 SouthWabashAvenue

Chicago,IL60604

312-362-8715 knafl@cs.depaul.edu cphdjam@cs.depaul.edu

Abstract˘ Regressionmethods are employed inanalyzinga space shuttle software failure data set, classified into three criticalitylevels. Afamilyofmodels based ontransforms of cumulative time and cumulative failures is considered for the purposes ofgeneratinglong-termfuture predictions ofthe software failure process for anycriticalitylevel. This family includes several established software reliabilitymodels includingthe exponential, logarithmic, and power models. It also includes models based ontransforms ofthe time per failure, the time-varyinganalogue to the meantime between failures. Models are compared through crossvalidationonthe basis ofvarious predictive performance measures related to the established predicted residual sumofsquares (PRESS) criterion. Predictions are generated throughthe observed failure data for the minor and the noncritical major failure processes since ample failures occur at eachofthese criticality levels. Predictions for the critical failure process onthe other hand are generated usingobserved major failures, bothcritical and noncritical,sincethecriticalfailuresbythemselves are too fewin number to predict that process well. Predictions are generated usingmodels that produce minimal prediction intervals, and the sizes ofthese predictionintervals are compared to those generated usingestablished software reliabilitymodels. Nonparametric predictionintervals are proposed as alternatives to the usual ones based onthe assumptionofapproximate normalitysince that assumptionis likelyto not applyinthe context oflong-termpredictions, especiallywhenpredictingthecriticalfailureprocess.

T ABLEOF C ONTENTS

1.I NTRODUCTION

2.T HE S PACE S HUTTLE D ATA

3.R EGRESSION M ETHODS

4. C

ROSSVALIDATION

5.P REDICTING N ONCRITICAL F AILURES

6.P REDICTING C RITICAL F AILURES

7.S UMMARY

1.I NTRODUCTION

Several ofthe commonlyused software reliabilitymodels, in particular,theexponential,logarithmic,and powermodels, are equivalent to the assumptionthat the logofthe failure intensityis linear inanappropriate transformofcumulative time or ofcumulative failures [2]. This fact provides the basis for least squares estimationofthe parameters ofsuchmodels

[5,6], and hence for the applicationofregressionmethods to softwarefailuredata.

Knafl, Morgan, Follenweider, and Karcich[2] use regression methods to conduct a thoroughassessment ofa software failure data set for anindustrial software development project.

Theypropose models based onthe time per failure, that is, the ratio TPF(t)=t/n(t) ofcumulative time t divided bythe cumulative number n(t) of failures occurring up to that point intime. Theythendemonstrate that models based onthis time-varyinganalogue to the meantime betweenfailures can provide effective predictions ofcurrent logfailure intensity while outperformingwell-established software reliability modelsliketheexponential,logarithmic,and powermodels.

Karcich, Knafl, and Morgan[1] continue that investigation, applyingregressionmethods usinga broad familyoftime and failure models to analyze the major failures ofthe space shuttle data set reported by Misra [4]. Theyselect a final time segment ofthat data set, analyze its failures, and assess the impact ontheir results ofusingthose failures compared to usingall the failure data. Theyextend the methods used in[2] to a more extensive familyofmodels and to considerationof short-termfuturepredictionsaswellascurrentpredictions.

Inthispaper,wealso analyzethespaceshuttle data, but model the software failure process for eachofthe three criticality levels. To predict the critical failure process, we use both types ofmajor failures, not just the critical failures, since these are fewin number. This is not necessaryat noncritical levels since there are sufficient observations to generate reasonable predictionsforeachsuchlevelseparately.

We beginbyconsideringseveral forms of crossvalidationthat maybe used inselectingmodels fromamongthose employed in[1] as alternatives to the approach used inthat paper. The appropriateformof crossvalidationto usewill depend onwhat it is that the software reliabilityengineer wants most to predict. Inthe situationconsidered in[1], it is desirable to predict well counts ofmajor failures withindistinct time intervals. However, the standard formof crossvalidation used in[1] is based onpredictions ofthe transformed response variable ofthe regressionmodel which, inthe reliability context, is the natural logarithmof failure intensity. Inorder to assess the impact ofthis discrepancybetweenthe model selectioncriterionand the desired effect, we compare the results for noncritical failure levels usingseveral alternative forms of crossvalidationmeasures, inparticular, measures based onpredictions oflogfailure intensities, failure intensities, failure counts, and proportions of failures within timeintervals.

Since Misra reports failure data bycriticalitylevel, it is possible to consider the issue ofhowthe space shuttle software failure process varies bycriticalitylevel. While the

Misra data set contains critical major failures, these occur infrequently, and so there is aninsufficient number ofsuch failures to conduct a thoroughmodelingofthe critical failures bythemselves.Thisis obviouslygoingto be the case for most software systems and a desirable one at that. Thus there is a need to extrapolate fromthe failure process at the noncritical levels to the critical level. We address this issue through methods that leverage the relativelylarger number of noncritical major failures into better predictions ofthe critical failure process thanmaybe obtained fromthe critical failures bythemselves. Moreover, since our goal for the critical failure process is to predict its reliabilitywell, we use a crossvalidationprocedure inthat case that is based on predictions ofproportions ofcritical failures withintime intervals, rather thanonpredictions ofthe failure intensities or failurecountsforthoseintervals.

Specialized software reliabilitytools are not required for our analyses. We use instead the powerful matrixlanguage PROC

IMLas well as the standard regressionprocedures ofthe

Statistical Analysis System(SAS ® ), a popular commercial statisticaltool.

2.T HE S PACE S HUTTLE D ATA

Misra [4] reports failure data for space shuttle software with failures grouped into 38 weeks ofactivityand classified by severityinto major and minor failures. Major failures are further categorized into critical and noncritical major failures.

Time is measured intest hours, and the reported data cover a period ofT=2456.9 total test hours. The data are collected for unspecified phases withinthe development ofsoftware to support selected space shuttle missions and are generated throughindependent verification, missionsimulations, and actual missions. See [4] for further details onthe process used to generatethesedata.

Misra analyzes major failures, critical and noncritical combined, over the whole observed time interval. Karcichet al. [1] also use both kinds ofmajor failures combined, but analyze onlythose occurringwithina final segment ofthe observed time interval. These prior analyses restrict considerationto a single, possiblycombined, failure type. In this paper, we model all three failure types inorder to make comparisons across criticalitylevels. Moreover, the critical failure data are not readilymodeled bythemselves due to their sparsity, and so we investigate methods for leveraging predictions for the more extensive noncritical failures into predictionsforthecriticalfailures.

Software failure data are either reported in ungrouped or grouped form. As mentioned above, the space shuttle data are reported grouped into weeks oftestingactivity. Ungrouped data always require groupingprior to applyingregression methods, and even grouped data mayrequire further regrouping.

Failure intensityestimates are computed for each grouped time interval as the ratio ofthe number of failures observed in the interval divided bythe test time expended duringthe interval. Okumoto [6] recommends groupingconsecutive sets of five failures. Karcichet al. [1] regroup the space shuttle data startingwiththe 20 th weekinto consecutive intervals ofat leasttwo failures,usinga smaller number offailures per group thanrecommended in[6] inorder to have more data points to use intheir analyses. Theyconsider bothcurrent predictions and short-termfuture predictions. This paper considers only long-termpredictions, and so its analyses are based onthe space shuttle data grouped into intervals ofat least 200 test hours. That particular lengthis chosensince it is the lengthof the future interval reported and addressed by Misra, and hence isanaturalintervallengthto wantto predictwell.

3.R EGRESSION M ETHODS

InSections 4-5, we use regressionmethods similar to those used in[1] to analyze the space shuttle data set grouped into time intervals w. For eachtime interval w, the software underwent D t(w) hours oftestingresultingin D n(w) major failures. As mentioned inSection2, we regroup the initial set ofintervals into intervals oflengthat least 200 test hours long.

Inparticular, startingwithw=1, if D t(w)<200, merge that interval withintervals for subsequent weeks until the combined interval is oflength D t i

³ 200 hours, thencontinue this adjustment startingwiththe next unadjusted interval. It is possible there will be aninterval left over at the end oflength less than200 hours, inwhichcase it is merged withthe previous interval. This produces consecutive time intervals indexed byi=1,2,...,I=11 duringeachofwhich D t i

³ 200 test hours were expended resultinginthe occurrence of D n i

major failures and anassociated failure intensityof l i

= D n i

/ D t i failures per test hour. We compute failure intensities inthis wayfor different failure types, but suppress that fact inour notationforsimplicity.

For eachtime interval produced byour groupingscheme, we compute the values for the basic variables ofour analyses.

Thelogfailureintensitiesare y i

=ln( l i

).

Thecumulativetesttimesare t i

= D t

1

+...+ D t i

, whilethecumulativefailurecountsare n i

= D n

1

+...+ D n i

.

Thetimeperfailurevaluesare

TPF i

=t i

/ n i

, and thetimebyfailuresvaluesare

TxF i

=t i

× n i

.

The familyoftime and failure models proposed in[1] corresponds to the regressionmodels withdependent observation values y i

together withindependent variable observation values x i

computed as one or more transforms of thefourquantities t i

, n i

, TPF i

,or TxF i

.

Regroupingmaybe necessaryto force all intervals to have a nonzero number of failures so that the y i

will be computable.

This is not necessaryfor the space shuttle data grouped into time intervals ofat least 200 test hours since we onlycompute y i

for minor and noncritical major failures. Computingthese for critical failures would force us to regroup the space shuttle data into onlyfour intervals. We do, however, applymodels estimated using noncritical failures to the critical failure data, and so we need to be able to compute all possible independent variables for the critical failure data. Thus, it maybe necessaryto regroup so that the initial interval has a nonzero number ofcritical failures. This was not necessaryfor our analyses.

It is well-known[2] that for models withanintercept, the choice ofindependent variable x i

=n i

corresponds to the logarithmic (or Musa-Okumoto) software reliabilitymodel, the choice x i

=t i

corresponds to the exponential (or Goel-

Okumoto) model, and x i

=ln( t i

) corresponds to the power (or

Duane) model. Thus, the familyoftime and failure models includes several ofthe more popular software reliability models considered inthe literature. It also contains the timevaryinganalogue TPF i

ofthe meantime betweenfailures and theinteractionvariable TxF i

.

We consider as in[1] a broad familyofmodels based ona single independent variable computed usinga varietyof transforms. Specifically, we use the natural logas well as powers of -2, -1, -1/2, 1/2, 1, and 2 ofthe four basic variables for a total of28 different variables. We consider all such models bothwithand without intercept parameters and, for completeness, the constant model as well. Altogether, we consider a total of57 simple regressionmodels. We do not consider multiple independent variable models inthis paper as considered in[1]. While suchmodels mayverywell produce better models thansingle variable models, we expect they would produce results ofa similar nature to those we report in

Sections5-6.

Some analyses ofsoftware failure data, for example, as in

[1,2], address current failure intensity, that is, theyuse the observations ( x i

,y i

) for i=1,2,...,I. Manycomparisons of software reliabilitymodels, for example, in[3,5,7], utilize some aspect ofthe future software failure process to distinguishbetweenmodels. Karcichet al. [1] onthe other hand consider bothcurrent and future prediction. Theyuse a simple adjustment ofthe data to convert standard crossvalidationprocedures based oncurrent predictions to ones based onfuture prediction. Inparticular, theymodel the shifted observations (x i

,y i+1

) for i=1,2,...,I-1. However, they onlyconsider short-termfuture predictions, but this is a consequence oftheir choice to group the data into time intervals ofat least two failures. We analyze shifted data grouped into intervals ofat least 200 hours inorder to address long-termfuture predictions. Althoughwe onlyconsider this one specific long-termhorizon, our methods are easily adapted to handle predictingfuture intervals ofanyfixed length. Small horizons correspond to short-termfuture predictions,largehorizonsto long-termfuturepredictions.

4. C

ROSSVALIDATION

The familyoftime and failure models described inSection3 includes manyindividual models, and so needs to be complemented witha method for choosingone ofthose models to applyto specific software failure data. Since we want to predict the reliabilityofthe space shuttle software failure process at anycriticalitylevel over a time interval immediatelysubsequent to the observed time interval, we select models insucha waythat predictionintervals directly related to reliabilityare as small as possible. Inother words, wedistinguishbetweenmodelsusingapredictiveperformance measure that has a formrelated to that ofthe established predictive performance measure called the predicted residual sumofsquares (PRESS) (see [1,2]), but one that is adjusted to addressthepurposeforourpredictions.

Model selectionthroughPRESS is a special case ofa procedure statisticians refer to as crossvalidation. In particular, it is a leave-one-out-at-a-time crossvalidation. We define a class ofpredictive performance measures similar to

PRESS but computed for shifted data sets as described in

Section3. We use shifted data since we are concerned with future predictions rather thanwithcurrent predictions, but our performance measures are readilyadjusted to handle the case ofcurrentpredictionsbyusing unshifted data.

Amodel’s PRESS score is computed as the sumofthe squares ofits "deleted" predictionerrors. More precisely, for each shifted observation(x i

,y i+1

), a model M is fit usingthe remainingshifted observations. The resultingparameter estimatesareused to predict some aspect u i

ofthe data at x=x i

.

This is a deleted predictioninthe sense that the response value y i+1

correspondingto the aspect u i

is not included inthe computationofits prediction, onlythe value ofits explanatory variable/vector x i

is used. Next, the deleted predicted value i

�u (M) for u

i is compared to the actual value u

i to produce the associated deleted predictionerror, and these are squared and

summed to obtainthemodel’sPRESSscore.

We average rather thansumsince that quantityrepresents the

squareofthedeleted standard predictionerror

( )

2 i = 1

I- 1 2

i i

s (M) = u - �u (M)

I- 1 å

.

This adjustment has no impact onthe results ofmodel

selection, but is directlyrelated to our goal ofproducing

minimal predictionintervals. Amodel M witha smaller

performance score s 2 (M) thananother model M’provides

better overall predictions thanM’ofthe associated aspect u

used initscomputation.

The mainpurpose ofour analyses is to predict the unknown

value u

I ofthe aspect ofinterest for the interval ofsize 200

time units immediatelysubsequent to the observed time

interval. Eachmodel M produces a prediction

I

�u (M) of u

I

based onthe observed shifted data. The associated prediction

error u

I

-

I

�u (M) has the same formas eachofthe deleted

predictionerrors used incomputings(M), and so s(M) is a

measureofthepredictionerrorfor

I

�u (M) .

Response values inthe context ofgrouped software failure

data are the natural logtransforms ofthe failure intensity

estimates, that is, y

i+1

=ln( l

i+1

). The PRESS score is usually

based ondeleted predictions ofthese response values, that is,

u

i

=y

i+1

. Suchanapproachwas used in[1] where it is

demonstrated that the associated 95% predictionintervals for

future yvalues are noticeablysmaller thanthose produced by

certainestablished software failure models, that is, bythe

exponential,logarithmic,and powermodels.

However, it is more important to obtainminimal prediction

intervals for other aspects uof future time intervals, in

particular, for untransformed failure intensityover a

subsequenttimeinterval

u

i

= l

i+1

,

forthenumberoffailuresinasubsequenttimeinterval

u

i

= D n

i+1

= l

i+1

×D t

i+1

as in[7], or for the proportionof failures ina subsequent time

interval

i i+ 1 i+ 1

I u = p = n

n

.

D

InSection5,we compare predictions ofthese three aspects for

the minor and noncritical major failure processes. InSection

6, our focus is onpredictingthe reliabilityofthe critical

failureprocess,and so theanalysesinthatsectionare based on

predictive performance measures computed for the last case

withu

i

=p

i+1

.

Althougha model mayhave the best, or nearlybest, predictive

performancescore,aresidualanalysisisstillrequired to assess

whether that model is appropriate to use withthe data under

analysis. Residuals are usuallycomputed as differences betweenactual response values yand predictions ofthose

response values based onall the data. Since our focus is on

future predictions rather thanoncurrent predictions, we use

deleted predictionsinstead.Furthermore,weexpressresiduals

interms ofthe aspect uofimportance to our analysis rather

thaninterms ofresponse values y. Inother words, we report

residualsthatarethe"deleted" predictionerrors

i i i r (M) = u - �u (M)

fortheaspectuofinterest.

The residuals maybe combined to obtainthe estimate s(M) of

the standard error for the prediction

I

�u (M) ofthe aspect u

I of

interest for the 200 time units subsequent to the observed time

interval. Associated two-sided predictionintervals for u

I may

becomputed intheconventional parametricmanneras

I I u = �u (M) z s(M) ± ×

withthe value ofz chosen usinga standard normal table to

produce the desired predictionlevel. The use ofthese

predictionintervals based ons(M) are predicated onthe

assumptionofapproximate normalityofthe predictor

I

�u (M) .

Thisissueaswellas issues of unbiasedness, constant standard

deviation, and the presence ofoutliers maybe assessed inthe

usualmannerwithresidualand normalplots.

Whenthe analysis is based oncurrent predictions or onshort-

termpredictions, it is possible that the number ofresiduals

will not be too small. Onthe other hand, whenthe analysis is

based onlong-termpredictions, the number ofresiduals will

necessarilybe small. For example, inour analysis, there can

be at most 12 disjoint time intervals oflength200 hours since

the observed time interval is 2456.9 hours long. Inactuality,

there are 11 intervals since the data are grouped to start with,

and the number ofshifted observations is one less thanthis.

Evenso, there is some chance ofreasonable features for the

residuals for the minor and noncritical major failure processes

since associated interval counts/proportions maypossibly

changeinareasonablemanner,butthiswillnotbethecasefor

the critical failure process. The total number ofcritical

failures will typicallybe verysmall, most intervals will

containzero failures, most proportions will be 0, but

associated predictions

i

�u (M) will be positive, and so most

residuals

i i u - �u (M) will be negative. Thus, the histogramfor

the residuals is likelyto be skewed, and so methods are

required that do not relyonthe usual assumptionof

approximatenormality.

The waywe circumvent this problemis to base prediction

intervals onpercentiles ofthe observed residuals. In

particular, ifr( g ,m) denotes the g× 100 percentile ofthe

empirical distributionofthe residuals r

i

, thena (1- a ) × 100%

predictionintervalfor u

I isgivenby

I I I

�u (M) + r( / 2, M) u �u

(M) + r(1 / 2, M) a a £ £ -

withassociated (1- a /2) × 100%upperpredictionbound

I I u �u

(M) + r(1 / 2, M).

£ - a

Inour analysis ofcritical failures, we use 80% prediction

intervals, that is, with a =0.20, and corresponding90% upper

predictionbounds,and so

r( a /2,M)=r

(2) and r(1- a /2,M)=r

(9)

,

the 2 nd and 9 th largest residuals, since we have 10 residuals in

total. We employthe model selectionprocedure that

minimizes the asymmetric half-widthofthe prediction

interval,thatis,

AHW(M)= max(|r( a /2,M)|,|r(1- a /2,M)|)

as a nonparametric alternative to the usual procedure that

minimizes s(M). Inthis case, we consider onlythose models

forwhich

r( a /2,M) £ 0 £ r(1- a /2,M)

to avoid models witha tendencyto beingbiased. Inthis way,

the prediction

I

�u (M) falls withinthe (1- a ) × 100% prediction

intervalfor u

I

.

5.P REDICTING N ONCRITICAL F AILURES

Table 1 contains standard predictionerrors s(M) for a variety

ofmodels and for predictingfour aspects uofthe minor

failure process, specifically, the proportionof failures p, the

failure count D n, the failure intensity l = D n/ D t, and the log

failure intensity ln( l ). The same informationis provided in

Table 2 for the noncritical major failure process. Predictions

i+ 1

�y ofy

i+1

=ln( l

i+1

) are obtained first throughregression

estimationapplied to shifted data. These are then used to

generatepredictionsoftheotherthreeaspectsasfollows:

( )

i+ 1 i+ 1 i+ 1

i+ 1 i+ 1 i+ 1 i+ 1

I

� exp �y , �n � t , �p

�n

n

. l l º º × º D D

D

Results for the first 5 models ofTable 1 are computed by

analyzingthe minor failure data bythemselves. There are

onlysmall differences betweenthe standard errors for the first

4 standard models ofTable 1 and betweenthe best ofthese

models and the best model for the whole familyoftime and

failure models. The minor failure process canbe predicted

without too muchofa penaltywithanyofthese models.

Furthermore, the relative positionofa model as a predictor of

one aspect is the same as for anyother aspect. Also, the same

model, the one with x=(TPF) -2 and anintercept, is best for

predictingallaspects.

We also report results inTable 1 for the best 1 variable model

obtained bycombiningthe minor and noncritical major

failures.Inthis case, we model bothtypes offailures the same

way, that is, models for bothfailure types have the same

explanatoryvariablexwiththe same slope parameter, but with

different intercept parameters. We estimate the parameters of

this combined model usingfailure data ofbothtypes. Since

we seekto predict the minor failure process, we minimize the

associated predictionerror for the minor failures and not the

predictionerror for the noncritical major failures. As

indicated bythe results presented inTable 1, there is at most a

small benefit to combiningbothtypes of failures over using

just the minor failures for predictingall aspects ofthe minor failure process except the logfailure intensityaspect. Also,

the best 1 variable model changes withthe aspect being

predicted, inparticular, x=TPF is best for predictingp and D n,

x=( TxF) -1 is best for predicting l , and x=t 2 is best for

predicting ln( l ),allwithinterceptparameters.

Table1

ComparisonofStandard PredictionErrors

forMinorSpaceShuttleSoftwareFailures

over200 TestHoursinto theFuture

UsingMinorFailuresOnly

model aspectpredicted

p

�y = � + � x a b × for the noncritical major failure process. Predictions for the proportionsof noncriticalfailuresarecomputed as

( ) i+ 1, nc

nc nc i, nc i+ 1

I, nc

�p =

exp � + � x t n

a b × × D for i=1,...,I-1. Due to the use ofshifted data, the proportion

1, nc

p is not predicted, but its actual value

1, nc I, nc

n / n is used instead.Similarpredictions i+ 1, c c nc i, c

�y = � + � x a b × and

( ) i+ 1, c

c nc i, c i+ 1

I, c

�p =

exp � + � x t n

a b × × D are used for the critical failure process, but withthe slope estimate nc

� b computed fromthe noncritical major failures and withthe intercept parameter c

� a computed insucha waythat the predicted proportions ofcritical major failures sumto 1, thatis,so that

1, c i = 1

I- 1 i+ 1, c

p + �p . å = 1

Thus,

( ) c

I, c 1, c i =1

I- 1 nc i, c i+ 1

� ln

n - n exp � x t

. a b

º

× ×

æ è

ç ç ç

ö ø

÷

÷

÷ å D

Our goal is to predict

I, c

p the proportionofcritical failures that occur inthe time interval (T,T+200], immediately subsequent to the observed time interval, out ofthe total failures occurringin(0,T+200]. This quantity represents the probability of a critical failure occurring in the future time interval (T,T+200], relative to the combined time interval

(0,T+200], and so is equivalent to predicting the reliability

1 -

I, c

p of the critical failure process over that interval.

Since we need to predict anaspect ofthe future time interval

(T,T+200] usingfailures withinthe smaller observed time interval (0,T], we distinguishbetweenmodels witha crossvalidationprocedure that reflects this disparitybetween the time interval used for modelingand the time interval over whichpredictions are desired. Inparticular, for each i, we applya model M as described above, but to all observations but the i th , and hence use all the failures but those inthe (i+1) st time interval. This generates a prediction i+ 1, c

�p ( ) M ofthe proportion i+ 1, c

p of failures occurringinthe (i+1) st interval, out ofall the failures occurringinthe observed time interval

(0,T],and acorrespondingdeleted residual i, c i+ 1, c i+ 1, c

r (M) = p - �p (M).

These residuals maythenbe used to compute the standard error s c

(M) for the prediction

I+ 1, c

�p ( ) M of

I+ 1, c

p , the proportion ofcritical failures that occur inthe time interval (T,T+200], immediatelysubsequent to the observed time interval, out of allthefailuresoccurringin(0,T+200].

Table 3 contains predictions of

I+ 1, c

p for the same 4 standard models considered inSection5 as well as for the best 1 variable model, the one with x=( TxF) -1 and anintercept. This model is best inthe sense that it has minimal associated standard predictionerror s c

(M) withinthe familyoftime and failure models. The predictions reported inTable 3 are all similar, except for the time per failure model, while the standard predictionerror and hence the 90% one-sided upper bound 1.28 × s c

(M) for the best 1 variable model are marginally smaller, that is, 6.8% smaller, thanassociated values for the best ofthe standard models. Lower predictionbounds are not reported inTable 3 since, inall cases, the lower 80% predictionbound is negative, and so the appropriate lower bound on

I+ 1, c

p iszero.

Table3

UpperPredictionBounds fortheProbability ofaSpaceShuttleSoftwareCriticalFailure withinaFutureTimeIntervalof200 TestHours

ParametricApproach

90% model prediction standard upper error bound exponential 0.048 0.138 0.225 logarithmic 0.066 0.136 0.240 power 0.058 0.133 0.228 timeperfailure 0.000 0.281 0.360 best1 variable 0.055 0.124 0.214

The results ofTable 3 indicate that there is onlya small benefit to considerationofthe full familyoftime and failure models. However, the residuals produced bythese models are significantly nonnormal (usingthe Shapiro-Wilktest of normality), and so the use ofthe parametric upper prediction bounds ofTable 3 is inappropriate. Table 4 presents results for the alternative nonparametric predictionbounds discussed inSection4 thatavoid thisproblem.

Table 4 contains predictions of

I+ 1, c

p for the same 4 standard models as inTable 3 as well as for the best 1 variable model, inthis case, the one with x=n -1 and anintercept. This model is best inthe sense that it has minimal associated asymmetric half-width AHW c

(M), as defined inSection4, withinthe familyoftime and failure models. The predictionfor the best

1 variable model is muchsmaller thanthose for the first three well-established models and closer to that ofthe time per failure model whichstill rounds to zero. Furthermore, the asymmetric half-widthfor the best 1 variable model is just over 10% better thanthe best value for the other standard models and its 90% upper bound is substantiallysmaller, about 25% smaller, thanthe best bound for the standard models,whichproduceverysimilarbounds.

Table4

UpperPredictionBounds fortheProbability ofaSpaceShuttleSoftwareCriticalFailure withinaFutureTimeIntervalof200 TestHours

NonparametricApproach

90% model prediction asymmetric upper half-width bound exponential 0.048 0.195 0.243 logarithmic 0.066 0.186 0.252 power 0.058 0.189 0.247 timeperfailure 0.000 0.250 0.250 best1 variable 0.016 0.167 0.183

These results indicate there is a noticeable benefit to considerationofthe full familyoftime and failure models.

Moreover, the nonparametric approachofTable 4 does not

require a normalityassumptionto justifyits use while generatinga 90% predictionbound that is over 14% smaller thanthe one generated bythe parametric approach. While the parametric approach generates a conservative upper bound whenapplied to the space shuttle critical failure process, it is not clear that this will hold in general. Inanycase, the nonparametric upper bound is appropriate to use whether it is smallerorlargerthanthe parametricupperbound.

Thus, we conclude, with90% confidence, that the probability ofa critical failure ofthe space shuttle software withinthe future interval oflength200 test hours is no larger than0.183.

Equivalently, we conclude, with90% confidence, that the reliabilityofthatsoftwareforcriticalfailuresisatleast0.817.

7.S UMMARY

We use regressionmethods to analyze software failure data withinthe three criticalitylevels ofminor, noncritical major, and critical major failures for the space shuttle software. We regroup these data prior to analysis into intervals ofat least

200 test hours inorder to address long-termprediction. We applythese regressionmethods to shifted data inorder to address future predictions. We consider predictionof4 different aspects ofthe future failure process: the logfailure intensitypredicted directlythroughthe regressionmodel as well as the failure intensity, failure counts, and proportions of failures.

We consider a broad familyof regression models based on transforms of cumulative time and cumulative failures. T his familyincludes several established software reliability models including the exponential, logarithmic, and power models. It also includes the model based on the time per failure, the time-varying analogue to the mean time between failures. We use results for these 4 standard models as benchmarks for assessing the performance of other models in the family chosen for their optimal properties.

We employseveral crossvalidation schemes for distinguishing between models. In particular, we adapt the usual crossvalidation performance measure to the 4 different aspects of the future failure process. We also define two varieties of crossvalidation, a parametric approach based on minimizing the standard prediction error and a nonparametric alternative based on minimizing the maximumdistance fromthe prediction to asymmetric lower and upper prediction bounds. T he parametric approach, while used more commonly, relies on an assumption of approximate normalityfor the prediction errors. T his is not likelyto hold for the small samples obtained for long-term predictions, especiallyfor the critical failure process with zero critical failures in most time intervals, hence the need for the nonparametric alternative.

We model the minor and the noncritical failure processes separately, that is, using failures within each of these criticalitylevels bythemselves. We also model each of these failure processes using failures of both types to assess the benefits of combining failures of different types. We compare in T ables 1-2 standard errors for predicting the 4 different aspects of the failure process generated bythe 4 standard models and bythe best models using separate as well as combined data.

T he minor failure process can be predicted without too much penaltywith anyof the models of T able 1. Furthermore, the relative position of a model as a predictor of one aspect is usuallythe same as for anyother aspect, and so it maynot matter which aspect is used in selecting a model. However, it seems prudent to use the aspect of greatest importance for the problemat hand. For example, we address the proportion of failures aspect in our analyses of the critical failure process since that aspect is directlyrelated to our concern for predicting reliability at the critical failure level.

For the noncritical major failure process, on the other hand, there is a noticeable benefit to consideration of the full familyof time and failure models over the 4 standard models. Also, as for minor failures, the relative position of a model as a predictor of one aspect is about the same as for any other aspect.

Aspects of the noncritical major failure process maybe predicted better with the noncritical failures bythemselves than bycombining themwith the minor failures. T he noncritical major failure process, however, can be used to advantage in the prediction of the minor failure process, indicating that there is a good chance that it mayalso be used to advantage in the prediction of the critical failure process. T hus, we predict the critical failure process with the critical failures combined with onlythe noncritical major failures, and not with the minor failures, although that is possible, and do so with some confidence that this has a beneficial effect.

We propose a method that leverages the relativelylarger number of noncritical major failures into better predictions for the critical failure process than is possible with the few failures of that type bythemselves. More specifically, we fit linear regression models to the noncritical major failures, and applythese models to the critical failure process by reusing slope estimates based on the noncritical major failures and adjusting intercept estimates on the basis of observed critical failures.

We report in T ables 3-4 predictions of the probabilityof a critical failure within the future time interval of 200 test hours together with both parametric and nonparametric 90% upper bounds on this probability. Although the parametric bounds are conservative in this case, theyare inappropriate to use since theyare predicated on the assumption of approximate normalityof the prediction errors and this is inconsistent with the observed prediction errors. For this reason, we base our final predictions on the best 1 variable model using the nonparametric approach which is

appropriate to use whether or not the normalityassumption holds.

We predict, with 90% confidence, the probabilitythat a critical failure of the space shuttle software will occur within the future interval of length 200 test hours to be no larger than 0.183. Equivalently, we predict, with 90% confidence, the reliabilityof the critical failure process for the space shuttle software over that same future time interval to be at least 0.817.

R EFERENCES

[1] R. M. Karcich, G. J. Knafl, J. A. Morgan, "ARegression

Analysis ofa Space Shuttle Software Failure Data Set," 1996

IEEE Aerospace Applications Conference Proceedings ," vol.

4,321-334,1996.

[2] G. J. Knafl, J. A. Morgan, R. Follenweider, &R. M.

Karcich, "Software Failure Data Analysis Usingthe Least

Squares Approachand the Time per Failure Concept," in

International Journal of Reliability, Quality, and Safety , 2 ,

161-176,June1995.

[3]Y. Malaiya,N. Karunanithi,&P. Verma,"Predictabilityof

Software-ReliabilityModels," IEEE Transactions on

Reliability , 41 ,539-546,December1992.

[4] P. N. Misra, "Software ReliabilityAnalysis," IBM Systems

Journal , 22 ,262-270,1983.

[5] J. D. Musa, A. Iannino, &K. Okumoto, Software

Reliability: Measurement, Prediction, Application , New

York:McGraw-Hill,1987.

[6] K. Okumoto, "AStatistical Method for Software Quality

Control," IEEE Transactions on Software Engineering , 11 ,

1424-1430,Dec.1985.

[7] N. Schneidewind, "Optimal SelectionofFailure Data for

PredictingFailure Counts," IEEE Transactions on Software

Engineering , 19 ,1095-1104,Nov.1993.

George J. Knafl received his Ph.D. in Mathematics, specializing in Statistics, from Northwestern University in

1978. He is currently professor in the School of Computer

Science, Telecommunications, &Information Systems and director of the Software Engineering Division at DePaul

University. He served on the program committee for

COMPSAC, the International Conference of Computer

Software and its Applications, from 1986-1993 and edited the proceedings of that conference from 1987-1991; as tutorials co-chair for ISSRE, the International Symposium on Software

Reliability Engineering, in 1995; and as the chair of the

Tactical Planning Group for Software Reliability Engineering

Standards within the Software Reliability Engineering and

Software Engineering Standards Committees of the IEEE

Technical Council on Software Engineering from 1994-1996.

Joseph A. Morgan received his B.S. in Mathematics from the

University of the West Indies in 1980 and his M.S. in

Information Systems, specializing in Software Engineering, from DePaul University in 1991. He is currently a Ph.D.

candidate in the School of Computer Science,

Telecommunications, &Information Systems at DePaul

University. His research interests include the application of statistical methods to software engineering, software reliabilityengineering and data mining.