Predicting Fault Detection Effectiveness

J. A. Morgan & G. J. Knafl W. E. Wong

School of Computer Science, Bell Communications Research

Telecommunications & Information Systems Morristown, NJ 07962

DePaul University ewong@bellcore.com

243 S.Wabash Ave.

Chicago, IL60604

{cphdjam,knafl}@cs.depaul.edu

Abstract

Regr es sion methods are used to model fault detectio n effectiveness intermsofseveralproductand testingproces s measures.Therelativeimportanceoftheseproduct/proces s m eas u res for predicting fault detection effectiveness i s assessed for a specific data set. A substantial family o f models is considered, specifically, the family of quadrati c r e sponse surface models with two-way interaction. Mode l s electio n is based on ^leave one out at a time~ crossvalidationusingthepredictedresidualsumofsq uares

(PRESS) criterion.

P redictionintervalsfor fau lt detection effectiveness are us ed to generate prediction intervals for the number o f residual faults conditioned on the observed number o f discoveredfaults.Highlevelsofassuranc e about measures like fault detection effectiveness (residual faults) requir e m or e th an just high (low) predicted values, they als o r e quire that the prediction intervals have high lower (lo w upper) bounds.

1. Introduction

Wong et al. [5,6] conduct an experiment in which the y seed ten commonlyused Unix utilities with faults in order to dete rmine the relative importance of test set size an d coverageforassessingfaultde tection effectiveness, that is, the perc entage of faults discovered. Horgan et al. [2] an d

Piwowarskietal.[4]discussrelatediss ues and suggest that thereisarelationshipbetwee n fault detection effectiveness andco verage measures. Theyprovide data to support their conclusions but do not conduct extensive analyses of their data.

We use the data analyzed in [6] to investigate a relate d issue. We use regression methods to model fault detection

effectiveness as a response variable in terms of severa l explanatoryproduct and testing process measures. Testing process measures available are test set size and variou s cov erage measures, including block, decision, and all-uses coverage. Product measures available are lines of code a s well a s blocks, decisions, and all-uses counts, possibl y norma lized bylines of code. We consider quadrati c responsesurfacemodelswithinteractionandapp lya model selection algorithm based on the predicted residual sumof s qu ares (PRESS) criterion [3]. We conduct a sensitivit y analysis as in [3] to assess the relative importance of these var ious product/process measures for predicting faul t detectioneffectivene ss. We also assess the precision of the resulting predictions.

The rem ainder of this paper is organized as follows .

Section 2providesanoverviewofbasicconceptsandterms .

Section3presentsour model selection approach. Section 4 describesthedataandtheresult s of our analyses. Section 5 di scusses how these methods maybe applied in industria l s ettin gs. Section 6 discusses the issue of measuremen t validity versus predictive validity. Section 7 concludes the paper with a summaryof our results.

2. Concepts and terms

Details ofhowfaultdetectioneffectivenessis defined,o f howtestsetsareconstructedandhowblocks,decisions,al lus es, and their corresponding coverage measures ar e definedandmeasuredaregive n in [5,6]. For completeness, weprovideabrief d escription of these concepts and terms.

Fa ult detection effectiveness : For a test set T and a program P the fault detection effectiveness of T for P i s def in ed as the proportion of total faults in P that can b e detected byT when T is executed on P.

Tes t set : A set of test cases. Each test of a progra m invoke s all test cases in a test set. An observation in ou r

(

3x

i

, y

i

) , for 1

� i � I .

3x i

E ( y i

)

�

# 3x

i

3x

i

�y ( 3x

i

; i ; M ) 3x

i

PRESS ( M )

M I

i

1 y

i

�y x i

; i ; M 2 .

d a ta set corresponds to the outcome of a test set applied to constant model is most appropriate. The constant model is oneof thetenUnixutilit ies in the experiment. Test set size the mod el with onlyan intercept parameter and n o is the total number of test cases in each test set. explanatoryvariables,thatis,withallvectors equalto the

Block coverage : A block is a code fragment consisting of a sequence of consecutive statements without branches.

Block coverage for a test set is the percentage of the tota l number of blocks in the programexercised bythe test set.

Decisioncoverage :Adecisi on is a possible branch of a decision structure. For example, an if statement will hav e twodecisionsassociatedwithit,whileacasesta tement will have as manydecisions as there are cases. Decisio n coverageforatestse t is the percentage of the total number of decisions in the programexercised bythe test set.

A ll- uses coverage : The termall-uses refers to either a pr edicate (p-use) or computational (c-use) definition-us e pair.Ap-useindicatesthatthedefinedvariabl e was used in a predicat e and a c-use indicates that it was used in a compu tational expression. P-use coverage for a test set i s thepercentageof thetotalnumbe r of p-uses in the program exer cised bythe test set. Similarly, c-use coverage is th e percent age of the total number of c-uses exercised byth e te st set. All-uses coverage is the percentage of the tota l number of p-uses and c-uses exercised bythe test set.

3. Model selection

We consider models whose response (or dependent ) variable is fault detection effectiveness (FDE), that is , mo dels for predicting fault detection effectiveness. W e model this variable in terms of basic product and testin g proce ss measures as well as in terms of squares an d productsof thebasicmeasures.Thus,we consider the class of linearandquadraticresponsesurfacemo dels determined byourbasicmeasures.Thefourbasicproduc t measures we consider are all-uses per line of code (AUPL), blocks pe r line of code (BPL), decisions per line of code (DPL), an d lines of code (L). The four basic testing process measure s we consider are all-uses coverage (AUC), block coverag e

(BC), decision coverage (DC), and test set size (S).

Thedataconsistof observation s The subscriptidi stinguishes between applications of particular testsetstospeci fic Unix utilities. The explanatoryvariable ve ctor is the corresponding vector of observed produc t and testing process measures. The response variable value y is the associated fault detection effectiveness (FDE). A i model M specifiesthesubsetofexplanatoryvariablestous e in estimatingthe linearrelationship betweenth e expec ted value of the response variable and the inne r pr oduct of the model parameters and the explanator y variables. An intercept parameter maybe included in th e model by adding an initial component value of 1 to al l explanatoryvariablevectors.Itispossiblethatthe subset of explanatory variables selected is emptyin which case th e

1-dimensional vector with component value 1.

3.1. Crossvalidation

We us e the predicted residual sumof squares (PRESS ) cr iterion [3] to distinguish models. In particular, model s with l ower PRESS scores produce better, that is, mor e preciseoverall,predictio ns of fault detection effectiveness.

PRESS iscomputedasfollows.Eachobservationisdelete d in turn and a model M is fit to the remaining observations.

The associatedprediction atthe valueforth e delet ed observation is compared to the actual y value fo r i that observation. The PRESS score for a model M is th e s um of squares of the resulting deleted prediction errors , that is,

P RES S is a special case of the statistical technique calle d crossvalidation, inparticular,itisa^leaveone outatatime~ crossvalidation. It is provided as an option bythe standard regression procedure of the Statistical Analysis Syste m

(SAS ) which we used in our computations. ®

An alternative crossvalidation approach involves th e randomchoiceof one or more (often just one) training sets onwhichtofit the models M together with the comparison of con sequent predictions with actual values for th e remaining observations. The advantage of PRESS is that it is based on predictions for all of the data rather than for a small number of randomlychosen subsets.

Cro ssvalidation provides a measure of the predictiv e performance of a model in the sense that it measures ho w well the model predicts selected response values usin g estimates based on other observations than those that ar e being predicted. Thus the observations being predicte d cannot influence the computation of their predictions a s they can in goodness of fit measures like R , that is, th e 2 proportion of explained variation.

R andrelated measures of correlation are inappropriate 2 for model selection since theyincrease with the number of variablesinthemodel.AnadjustedR measure,which does 2 not always increase with the number of variables, i s sometimesusedinmodel selection but the adjustment does not ac count for a model´s abilityto predict individua l res p onse values fromthe other observations as doe s cr ossvalidation. Furthermore, R , as well as adjusted R , 2 2 cannot beusedtodistinguishbetween modelswiththesam e var iables but with or without an intercept parameter .

Cros svalidation may, however, be used to distinguis h be tween such models. Since the crossvalidation score , unlikeR andadjusted R , is computed in the same wayfor including an intercept is almost always better than not, but 2 2 models with an intercept as for those without one. In an y this will not be the case in general.

cas e, w e find that models chosen bycrossvalidation hav e The best model for the next iteration is the one wit h relativelylarge values of R . smallest PRESS scoreoverallmodelsoftheformM

F Xfo r 2

Stepwise regression procedures are sometimes used for X

) ,

�)

�) 0 . 13 ,

�) 0 . 12 ,

� FDE

� FDE � RF

remo ved, that is, S, S # DC, DPL, BPL , and APL, i s 2 marginal,contributingverylittletopr edictive performance.

Removal of anyof the remaining variables causes larg e

(well over 15%) increases in PRESS scores.

This lattersuboptimalmodelisanaturalmodel tousefo r predicting fault detection effectiveness. The resulting 95% predi ction intervals have a size approximately wher e is the estimated spread about the regressio n s ur face. In this case, about the same value as fo r the best model. Thus, fault detection effectiveness i s pred icted to within ±0.26, with 95% confidence. Thi s interv al is quite large, indicating that we are unable t o predict fault detection effectiveness preciselyin this case.

4.3. Modeling product/testing process measure s jointly w ith high levels of coverage

Horg an et al. [2] suggest that highlyprecise predictions s houl d be possible for high levels of coverage, suggestin g at leas t 70% of block coverage as a rule of thumb. I n s u pport of this, theypresent industrial data for which fault detec tion effectiveness is 100% whenever block coverag e is at lea st 70%. Piwowarski et al. [4] suggest the sam e co verage threshold, also basing their suggestion o n industrialdata.They address function testing and conclude tha t 70% statement coverage is the minimumthreshol d req uired to assure that test cases sufficientlyexercise th e software.

Forthisreason, we applyour model selection algorithm to product and process measures when the fault detectio n ef f e ctiveness data is restricted to those test sets whic h achieve at least 70% block coverage. The best model fo r this subsetof thedata,consideringbothproductandproces s measures, is based on the explanatoryvariables DC, L ,

DC # L, BPL, BPL , DPL, DPL # BPL, BC, BCV # DPL, APL, 2

APL # DPL, AUC,andAUC . Thecorrespondingestimateo f 2 s t andard deviation is just a little smaller than fo r mo deling all coverage levels. Similar results are obtaine d for restrictionstoatleast70% decisionorall-usescoverage .

Theresultsforlargercoveragethr esholds than 70% are not much different.

U nlike Horgan et al., we find that fault detectio n effectiveness cannot be predicted precisely, even at hig h levels ofcoverage.From Figure1,itisapparentthat,forth e

Wong et al. data, fault detection effectiveness values, fo r high levels of coverage, span a broad range, froma low of ne arly 0% to a high of 100%. This distribution of value s may not be typical of industrial settings. The Horgan et al.

dataisanexa mple of an industrial setting where this is not the case. However, the Wong et al. data indicates th e pos s ib ility that high levels of coverage maynot alway s result in high levels of fault detection effectiveness.

Figure 1: FDE vs. Block Coverage

5. Application to industrial testing situations

Inpractice,fewsoftwaredevelopmentorganizations will col lect data generated through seeded faults like thos e a n alyzed in this paper. However, the methods described in thi s paper maystill be applied in industrial testin g s itua tions. Suppose that it is desired to predict the faul t detect ion effectiveness of the systemtest phase of a particular software product. Assume that historical project data , for example, like that of Horgan et al., are available .

Assume also that these data consist of variou s pr oduct/process measures at certain stages of th e dev elopment cycle as well as the number of fault s dis covered at those stages. The analysis techniques of thi s papermaybeappl ied to such data. The resulting model for eachsuchs tage maythen be used to predict fault detection ef f ectiv eness for new software products as long as all th e expla natory variables of these models have been recorde d forthenewsoftwareproducts.Not e that for projects where discoveredfaults(DF)isze ro, fault detection effectiveness

(FDE) isalsozeroif residualfaults(RF)isgreaterthanzer o orelseFDEisnaturallytake n to be one since then both DF and RF are zero. Standard regression procedures will no t han dle such dichotomous situations verywell, and so w e assume that DF>0 in what follows.

S uppo se the new software product has just undergon e systemtest.Dataforpastsoftwa re products maybe used to generate a prediction of fault detection effectiveness

F D E f or the new software product together with a 95 % pred iction interval [L,U] for that product´s FDE. Th e prediction maythenbeusedto generateaprediction for the number of residual faults RF in the product no t removed through testing.

Th e 95% prediction interval for FDE mayalso be use d togeneratea95%predictionintervalforRFcondi tioned on

FDE DF

DF

� RF

,

RF 1

FDE

FDE

# DF .

� RF 1 � FDE

� FDE

# DF .

1 U

U

# DF , 1 L

L

# DF

3 X

3 X

P 1

U

U

# DF

� RF � 1 L

L

# DF

P 1 U

U

� RF

DF

� 1 L

L

3 X , DF

P 1 U

U

� 1 FDE

FDE

� 1 L

L

3 X , DF

P L � FDE � U 3 X , DF .

3 X

DF | 3 X

3 X

P ( L � FDE � U | 3 X )

3 X

3 X

3 X

the number of discovered faults DF identified throug h induced interval for the ratio of RF to DF is a 95 % testing. In particular, since prediction interval,since thentheconditioningwouldbeon

For industrial data sets, it maybe reasonable to includ e

RF ma ybe expressed in terms of FDE and DF b y calcu lation of the prediction level for RF does not requir e rearranging terms: any a ssumptions about DF. The reason we do not includ e producesanessentiallydeter ministic prediction system[3].

Thus, predictions of RF maybe obtained frompredictions to only 1 0 programs and hence to only10 distinct faul t of FDE and the observed value DF, that is, counts DF+RF, thus FDE/DF is onlyone of 10 distinc t covariatesin .Itmaybetha t this would not be a problem

Furthermore, lower and upper bounds for RF mayb e systems.

obtainedinasimilarmannerfrom the bounds L, U on FDE pr oducing the 95% prediction interval for RF conditione d on the value of DF:

Notice that large upper bounds U on FDE allow for the possibility of low values of RF, in particular U=1 , correspondstoalower bound of zero on RF. However, the lower bound Lon FDE is the crucial factor in achievin g high lev els of assurance that FDE is large or that RF i s small. Notice also that the upper bound on RF depends on bo th the lower bound Lon FDE as well as the actua l number of discovered faults DF. This upper bound on R F accou nts for variabilityin FDE but is conditioned on th e observed value of DF.

To j ustifythe above prediction interval for RF, assum e

D F >0 and let denote a vector of product and testin g processmeasuresandnotethat the probabilitythat RF is in thatinterval,conditionedontheobs erved values for and for DF, is

Assumethat,if predictsthef ault detection effectiveness

FDE of test sets well, it will also determine the number o f dis cover ed faults DF resulting fromthose test sets to th e exten t that it is reasonable to assume that is a deterministic function of or at least has relativel y negligible variability. Under this assumption, the abov e pro bability equals which is 0.95 b y choice of the bounds Land U. This assumption is no t requi red to applythe above argument to conclude that th e

byitself and not on DF.

DFwithinthevector of predic tor variables, and then the

DFasapredictorof FDEinouranalysisisthatitsinclusi on

Whileourdatasethas5400observ ations, these correspond value s which maybe fit perfectlybyincluding enoug h whenanalyzingtestingdataforlargernumberso f industrial

6. Measurement vs. predictive validity

Fenton [1] distinguishes between the validityof a measureandthevalidityof apredictionsystem,that is, how well a measure accuratelycharacterizes its associate d attribute versus how preciselythe measure maybe used t o predictm easures of related attributes. For example, testing effortisanattributeof thetesting process. Test set size and va rious coverage metrics are measures of that attribute .

Theirvalidityasmeasur es of testing effort is separate from their validityfor predicting fault detection effectiveness, a measure of the usefulness of the testing process. Fento n asserts that the measurement validityof measures like tes t set size and coverage is a necessaryprerequisite for thei r val idity as predictors of other measures such as faul t detection effectiveness.

A morevalidmeasureforanexplanatoryattributemayi n fact providerelativelymoreprecise predictionsofameasur e for a related response attribute than do other less vali d meas ures of the same explanatoryattribute. However, thi s is no g uarantee that sufficientlyprecise predictions of th e response measure will be produced. Measurement validit y aloneisnotsuffi cient for high levels of predictive validity.

Testsetsi ze and coverage measures seemto be reasonably va lid measures of testing effort. However, for the data w e analyze, these measures, even when combined with a n extensivesetof productmeasures, produce fairlyimprecise predictions of fault detection effectiveness.

S uch low levels of precision maybe an indication tha t the test cases used in the Wong et al. experiment represent a f airlywide spectrumof testing situations, quite possibl y muchbroaderthanmostindustrialtestingsitua tions. On the otherha nd, our observations are consistent with one of the casestudiesof Horganetal.[2],theoneforwhichthes ame tes t s e t is executed on twelve versions of an autopilo t systemdevelopedbydifferentprogrammingteam s. For that case study, theyreport a weak correlation between bloc k moregeneralsettings,butit is reasonable to expect themto covera ge and faults detected for each programversion and app ly to programs with product/process measure value s conclude that, since each version has a different faul t wi thin the span of values for these data and with fault s distribution,coveragemeasuresmaynotbeg ood predictors s im ilar in nature to those seeded bythe authors of [5,6] .

of theabsolutenumberof prog ramfaults. In anycase, high Otherproduct/processmeasuresmaybeusefultoin clude in le vels of assurance about predictions of fault detectio n ge neral. For example, faults discovered during testing an d effectiv eness mayrequire additional measures that capture processmeasuresre lated to other development phases than other facets of testing effort than do test set size an d tes ting are not considered in this paper, but are likel y coverage. benef icial. Moreover, other measures of product size tha n

7. Summary and conclusions

M od els based on testing process measures alone ar e better atpredictingfaultdetectioneffectivenessthanmodel s basedonproductmeasuresalone.Also,sub stantial gains in pr edictive performance result from models with bot h productandtestingprocessmeasures.Thus, testing process measures are more important for predicting fault detection effectivenessthanproductmeasuresare,buttestin g process measuresdonotfull yexplain the aspects of fault detection effectiveness that are explained byproduct measures.

O n the other hand, we find that fault detectio n effectiveness cannot be predicted with a great deal o f precision. When block coverage exceeds 70%, the 95 % prediction interval for fault detection effectiveness, usin g thebestmodelof section4.3,spansarangeof about ±24%.

Forexample,supposethat a software product with specific pr oduct characteristics is tested to a certain level o f coverage with a predicted fault detection effectiveness o f

80%,thatis,thepercentageof residualfaultsispredic ted to be 20% . With 95% confidence, the true level of faul t detection effectiveness maybe as low as 56%, that is, th e per centage of residual faults could be as much as 44% , more t han double its prediction. This suggests that hig h leve ls of assurance about measures like fault detectio n effectiveness will require that the lower bounds o f associated prediction intervals, rather than the prediction s themselves, be above a target level.

These results hold for the fault detection effectivenes s dataanalyzedinthispaper.Itisnotcertainthatt heyhold in

line s of code, for example, function points, maybe mor e natural to use to normalize the other product measures. I n an y case, the methods described in this paper mayb e employed in predicting fault detection effectiveness fro m his torical data, but the appropriate models will depend o n the number of tested systems as well as the availabl e explanatory measures and perhaps also on the testin g organization.

References

[1] N. E. Fenton, ^ Software Metrics: A Rigorous Approach ,~

Chapman & Hall, London, 1991.

[2] J.R.Horgan,S.London,and M.R.Lyu,^Achievi ng Software

Qu ality with Testing Coverage Measures,~ Computer ,

September 1994, pp. 60-69.

[3] J. A. Morgan and G. J. Knafl, ^Residual Fault Densit y

P rediction using Regression Methods,~ Proceedings of th e

S eve nth International Symposium on Software Reliabilit y

Engineering , White P lains, NY, October 1996, pp. 87-92.

[4] P . M. P iwowarski, M. Ohba, and J. Caruso, ^Coverag e

MeasurementExperienceDuringFunction Test, ~ Proceedings o f the Fifteenth International Conference on Softwar e

Engineering , Los Alamitos, CA, May1993, pp. 287-301.

[5] W. E. Wo n g, J. R. Horgan, S. London, and A. P . Mathur ,

^Effect of Test Set Size and Block Coverage on the Faul t

Dete ction Effectiveness,~ Proceedings of the Fift h

InternationalSymposiumon SoftwareReliabilityEngine ering ,

Monterey, CA, November 1994, pp. 230-238.

[6] W. E. Wo n g, J. R. Horgan, S. London, and A. P . Mathur ,

^E ffect of Test Set Minimization on Fault Detectio n

Effectiveness,~ Proceedings of the Seventeenth International

Conferenceon SoftwareEngineering ,Seattle,WA,May1 995, pp. 41-50.

Table1.CharacteristicsofUnixutilities[5]

Utility #Faults LOC Blocks Decisions All-Uses �

CAL 20 163 96 50 180

CHECKEQ 20 90 74 69 170

COL 29 274 154 104 374

COMM 15 144 100 69 110

CRYPT 17 121 69 39 113

LOOK 13 135 88 52 110

SORT 25 842 508 394 1638

SPLINE 14 289 193 121 400

TR 12 127 101 82 248

UNIQ 18 125 84 58 124

Lines of code �

Table2.SummaryStatistics-Coverage

Min Median Mean Max

Decision Coverage 3.25 73.21 80.56 94.23

BlockCoverage 7.19 80.20 86.17 100.00

All-UsesCoverage 2.87 63.93 68.42 91.13